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_l_f adh Sem-3 & 4) Introduection

o | Explain briefly computer security. How you will design
he pohes for infomaﬁon security within an organization ?

Co::lnputer security is the protection of information systems from theft
or damage to the hardware, software and to the information on them.

,2./ It inclu_des cox.xtrolling physical access to the hardware, as well as
protecting against harm that may come via network access, data and
code injection, and due to malpractice by operators.

We can design the policies for information security within an organization by
providing :
‘)(' Confidential_ity : Only authorized users can access the data resources
and information.

\}/ Integrity : Only authorized users should be able to modify the data
when needed.

X7 Availability : Data should be available to users when needed.
Authenptication : Communicating with the authorized.

- Which components of the computer system need to be

The components of a computer system that needs to be protected are :
Hardware : The physical part of the computer, like the system memory
and disk drive.

\ 27 Firmware : Permanent software that is etched into a hardware device’s
non-volatile memory and is mostly invisible to the user.

\}/Software : The programming that offers services, like operating system,
word processor, internet browser to the user. ,

. | Discuss the goals of computer sedurity system.
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Introduction

Computer security has three main goals :
1. Confidentiality: Making sure people cannot acquire informat,,,

should not (keeping secrets). they |
2 Integrity: Mahngsmepewlecannotdmngemformauonthe
not (protecting data) ¥ shoulq

Availability : Makmgsmepeoplemnnotstopdxecompme,ﬁ,omdomg /l/

itsjob.

Describe the pr related with . -
‘= Rl

Problems related with computer security are :

Phahng Phishing is an attempt to obtain users sensitive informatj,
mduingmdxtwddemﬂs and banking information, bydxsgummg
trnst'urthy entity in an online communication (e-mail, social

\medg_

\// Vidlmg Vidmg(vmeephldxmg)lsanattemltofﬁaudstersto
persuade
the vu;txm to deliver personal information or transfer money over the

\/ mmmm%'@-mjmy case where sent text

tential victims Pay money or click on
Plntming

_j/-ﬁrt::rngf;;:zguaﬂackmntw redirect a website’s traﬁcto
lemmumbed?ne either by l:hangm,gthehostsﬁ]e on a victim’s

/

ing a flaw in DNS server software.
Inpbammg Do conscious user interaction is required.

B " ing them full access privileges
a. It provides a malicious
network. a“""f'lthmdlrectaccessboasystemora
b. An P could ble a hack.
in a secret manner. ¢ to harvest sensitive information
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Exylﬁnmnﬁtymeuurehhentopcoteaﬂlem

Topmtectthesystem,sec\n'itymeasurescanbetakenatthefonﬂwmﬂ'
levels :

Physical : -

a. Thesites cont i ter systems must be physically secured
agamstarmedandmahcxousmmxders

b~ The workstations must be carefully protected.

‘Human :

a Onlyappmpnateusersmusthavethesuthormhonmmﬂz‘
Syﬁm

b. Phishing (collecting confidential information) and d diving
(eollectmgbasxcmformatmnsoastogammnuﬂmnmdaeeess)
must be avoided.

Operating system : : The system must proteet itself from accidental or
purposeful security breaches.

Networking system :

a. Almost all of the information is shared between different systems
via a network.

b. Intercepting these data could be just as harmful as breakinginto a2
computer.

¢. Henceforth, Network should be properly secured against such
attacks.

Five stepsio protect computer system hardware are :
mistake that enables a bad actor to L

firewall :
A firewall enacts the role of a securi

A firewall is the first step to provide secthvmthemi;& It
ycreates a barrier between the ter and any ized

/ pmgmmtrymgtoeomemthmughthelnbexnet

Install antivirus software :

‘)/Kntwnrus is a software that helps to protect the computer from any
unauthorized code or software that creates a threat to the system.

“¥_ Unauthorized software includes viruses, keyloggers, Trojans etc.
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¢.  This might slow down the processing speed of our computey dele
»deleta 4 ’
| Write short note on

important files and access personal information.

)/ﬁstall anti-spyware software :
a. Spyware is a software program that collects personal in'fol'mat;'
on

or information about an organization without their approva)

security policy used for éomputer

b. Thisinformation is redirected to a third party website.
. Anti-Spyware software is solely dedicated to comba eral poligish : )
% t spyware, v 4 s
d  Anti-spyware software offers real time protection. . 3 y 3::; ; :; pp]icy which defines the rights of the staffand access level to
e. It scans all the incoming inft i : | 1 .
thrasbonce debected.mns ormation and helps in blocking the 2. !t is incltu:ed evenin t,hdei communication protocol as 2 preventive measure
4~ Use complex and secure passwords : e g x::::e“ei:e. r ALy disadiany
a.  Formaintaining sy: ; A o . -
ey system security we have to use strong and complexy < 1 This defines who should have access to the specific server and with
o ] v it ; what rights. i ‘
e AEX PRsG ““’.ds are difficult for the hackers to find, | 9. Tt also includes which software’s should be installed, level of access to
= on the security settings of the browser : internet, how they should be updated.
a rowsers have various security and pri . ‘ wall access and confi, ti licies :
‘ privacy settings that w | . access guration policies : »
N v1ew and set to the level we desire. eshth& | R R 1 defines who should have access to the firewall and what type of
Rece hmwm give ‘us ability to tell websites to xiot track | access, like monitoring, rules change. .
movements, increasing our privacy and security. ackour | o Italsoincludes which ports and services should be allowed.
| What are the advantages and di | kup policies :
" disadvantage
e il m s of computer 1. It defines whois the responsible person for backup, what should be the
backup, where it should be backed up, how long it should be kept.and
B ) the frequency of the backup. e
Advantages of computer ity policies: »
. These policies generally go with the firewall policy, it defines those

Protects system against vi S
/b programs. m viruses, worms, spyware and other unwanted /" users who should have a VPN access and with what rights. )
_~Z  Protection against hef - 2. For site-to-site connections with partners, it defines the access level of
37 Protects the eomp:;mﬁﬁ: - ) b the partner to our network, type of encryption to beset.
puter from being hacked. E : 4 :
A Ww@m freezing and crashes. Q) ﬂm Discuss different security models in details.
i _5" Gives privacy to users. - o

.

; Disadvantages of com - ; i bl
| “Firewalls can be diﬂip:;::r . s .L/The Bell-LaPadula Model (BLP): .-
Mak e to configure correctl & Tt is a state machine model used for enforcing gccess control in
/ o Hiigiy: slower. il government and military & ications.
/3-/ i;o:d to keep updating the new software in ord . . b Th; ;::de-lg a formal state transition model of computer security
: er to keep security up 10 ' licy that describes aset of access control rules which use security

abels on objects and clearances for subjects. .
' ¢, Security labels range from the most sensitive down to the least

sensitive.

/45 Could be costly for average user.
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d neBell-LnPaduhmodelisanexampleofamodelwhmth R
o clear distinction between protection and security. \"

The Biba Model :

a Bﬂnhtegritymdel‘mafm-malmtmnsiﬁonsystemof
secmitypoﬁcythatdmibuasetofmconu-olmles%ed
to ensure data integrity.

B Dctaam'lsnh‘et!samgﬂm;)edi.nhoordemt*llevelsofintegm;x.me ‘
modelisdesignedsothatsubjectsmynotconuptdatain“w“
ranhedhig!:ert.hantlxesulu'ect,or!)eeorrum,edbydatafmma |
lower level than the subject. \ s

¢ _ This model was developed to address integrity as the core pringinle |

" hick s the direct verse ofthe Bell LaPadulamodel, |
The Brewer and Nash model : p

-2 ltwaseonstmctedtopmvideinformationsecurityaccessconm.
)) This security model, also known as the Chinese wall model, was
designed to provide controls that mitigate conflict of interest in
commercial organizations, and is built upon an information flow 4‘
c IntheBremandNashmndelminfmaﬁoncanﬁowbem | *
the subjects and objects in a way that would create a conflict of

interest. y
A This modelis commonly used by eonsulting and accounting firms.*

A nel

2 It provides a number of different policies that can be selected based on

a2,

The model does nothing to enforce confidentiality. , -
42" The Biba model does not support the granting and rewcatifﬁ: of
}/ To use this model all computers

2 ; inthesyshanmmsupportthelabeﬁnc
of integrity for both subjects and ob D
ing the Bil lelin orkob)eets. So there are problems with

environment,
m Dimthesecuﬁty echanism used to
in computer system. a

Y

curity
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6.
What are the advantages and disadvantages of Biba

Fol

mvide.ecurityhml’“””m

A performing encryption or
a mw‘ismmthmu!fdf“ plaintext to ciphertext.

Data integrity : .

a Dataintegﬁty'mt.hema_inmsndtb .
ofthedataoveritsentn'ehﬁe-cyde. i e

b. Dataint,egﬁtyispreservedbyeompﬂmgmwm
the check value generated.

Digital signature : . )

a. Adigita\signahneisameamb_vwi'ndlthe_s?‘rh‘@n::@nwm
siguthad@aandthe; iver can verify the signature.

b. Puhlicandprivahekeysmnbeused_ -

. - -

;cation exchange : In authentication exchange, two entities
A“thenu::me mprovetheiridmbtymeachoﬂ:er. :
Traffic ddmg:'l‘raﬁcpsddlmm
thedatap;'aﬁictopreventtheunauwammptmmethehaﬁc
Routing control : Routing c(nm'u:;l5 u:eans Mw@z
'changingdiﬂ‘erentavailablem' be er 8
prevent the opp t from ona part route.
Notarization : . £
a Notaﬁmﬁonmeansselecﬁngaxtrwe&puvm@nhd

communication between two en .
b, memmmmammmwmym:hr‘g
) requestinordermprevemthesendeﬁomlaterdenm
made a request.

of the

v

| \m What are the components of security policy ?

i the components of security policy )
'Ptlh::l:Ast!'ODSu ining progr thatis wm:’
for each position gives staff members t.b&:;:v- .

derst,andandproperw:espondtocy.ber LN
meordl:smmpasswm’dsisa\'lneofdef::se‘espeaaﬂy
hackersmtryingtomﬁd!waymwyow twork.
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|

|

3. obile devices : -
a.  Many companies have Bring Your Own Devices (BYOD) policieg o
manage and track the mobile devices brought in by employees - |

b. These policies set expectations for which devices employees ¢.
use the security these devices require, and how the data on the::

. devices will be managed. |
4 _Iternet use: |
« & Cmintypesofintanetusagempdtomorganization t a hi; “

cyber security risk. ata Mgher

b. Toprevent this risk, write clear policies that define how
h empl
may use the internet, what types of content should be avoid:; ?:;

what devices should be used to do so.
Social media:

a  Hackers can leverage social media to distri
Encdileacston ia to distribute malware and gain

P —

b Inparticular, the ger fnctionality " - )
these networking sites d 5 nany o
send compr d ﬁlesl:::"l Ies siing way for att s t0

Various attacks in computer

)( Malware : s

a.  Malware is used to descri

; be malici
, ;::lsomwm, viruses and w::zi: °
3 'ware breaches ; ; :
auser clicks a duw::u:w li?:: through vulnerability typically when
risky software, oremail attachment that then installs
Macro viruses :

a.  These viruses i
ect applications such ag Microsoft Word 1
infy [ or Excel,

N
us software, including spyware,

E

Title of PDF Document
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b. Macro viruses attach to an application’s initialization fequence:.
¢  When the application is opened, then virus executes instructions
pefore transferring control to the application. ;
’mevimsreplimtasitselfandattachesto other code in the computer
system.
File infectors :
a. File infector viruses usually attach themselves to executable codes
such as .exe files.
code is loaded.

b. Thevirusis installed when the
System or boot-record infectors :
\/ a. A boot-record virus attaches to the mast

er boot record on hard

disks.

b. When the system is started, it will look at the boot sectoer and load
the virus into memory, where it can propagate to other disks and

P computers. %
5. /Stealth viruses :

a. Stealth viruses take over system functions to conceal themselves.

b. They do thisby compromising malware detection software so that
the software will report an infected area as being uninfected.

eﬂseinthesizeofaninfectedﬁleor

¢, These viruses conceal any iner
me of last modification.

“ changes to the file's date and ti

\&/"i‘rojans 3
a. A Trojan is a program that hides in a useful program and has a
malicious function.
b. A major difference between viruses and Trojans is that Trojans do
not self-replicate.

Logic bombs : A logic bomb is a type of malicious software that is
d is triggered by & specific oceurrence,

appended to an application an
such as a logical condition or & specific date and time.

orms :
4 Worms differ from viruses in that they do not attach to a host file,
but are self-contained programs that propagate across netwr);s

and computers.
b, Worms are commonly spread through email attachments, opening

the attachment activates the worm program.

pors
a. A dropper is a program

many instances, the dro
and, therefore might not bo detected by virus scanning

LS

used to install viruses on computers. In

pper is not infected with malicious code
software.

Thisisthe subtitle of PDF, Use long text here.
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b Adropper can also connect to the Internet and download updatg
virus software that is resident on a compromised system, Sto

10, ware : Ranisomware is a type of malware that blocks accq
the victim's data and threatens to publish or delete it unless ar, b

1. of service attack : g |
a.  Adenial of service attack floods systems, servers, or networkg ; ' ‘
traffic to exhaust resources and bandwidth. with
b. ﬁs a result, the system is unable to fulfill legitimate Tequestg
ttackers can also use multiple co mised devi ¥
iple compro; devices mh““chthis 1
C.

This is known as a Distributed Denial of Service (DDoS) ﬂttacl: X

- Write short note on servev-slde attack and insider attacl,

ver-sid

attacks:

\

Server-side attacks are launched directly from an attacker (the client)

to alistening service. |
2. Server-side attacks seek to com i
er-s promise and breach t
applications that are present on a server. iy m'ld \
3.

Server-side attacks exploit vulnerabilities in installed services.

/

’ yattacks
‘ Aninsider attack is a malicious attack

y d ona network
system by a person with authorized system access. orieor computer

\
2 Insid i ol |
. ersrsthat perf(::r;l ait:cks have a distinct advantage over external i
ttacke_ . wxmth y have authorized system access and also maybe
familiar network architecture and system policies/procedures.

In'addition, there ma; # "
y be less security against insi ¢ |

o - ty against insider attacks because

i y organizations focus on protection from external attacks. ‘
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/. 5
Active attack

change the system
resources or affect

Passive attack tries to read
or make use of information
from the system but does

tries to

their operation not influence system
resources
Modification in the | Occurs Does not take place
information

Harm to the system l Always causes damage | Do not cause any harm

to the system
Threat to Integrity and | Confidentiality
availability
Attack awareness The entity (victim) gets | The entity is unaware of
informed about the | the attack
attack
Task performed by | The transmission is Just need to observe the
the attacker captured by physically | transmission
controlling the portion
of a link
Emphasis is on \ Detection \ Prevention l

6.'| Write a short note on marketplace for vulnerabilities.

1L Vulnerable consumers fail to understand their preferences and lack the
knowledge, skills, or freedom to act on them. )

2. To protect them, we can censor information, restrict choi and
mandate behaviors. -

3. One-fifth of the publicis functionally illiterate and substantial majority
of consumers (adolescents included) app to be marketplace literate.

4. Rather than curtail consumer prerogatives to protect a vulnerable
minority, education reform f d on the val knowledge, and skills
necessary to create and navigate responsive markets should be
developed.

5. Reformed adult and adolescent education can refine, expand, and
accelerate learner’s informal and experiential understanding of ~
marketplace fundamentals.

6, The aim is to significantly replace trial and error with a robust

understanding of markets, markets habitually governed by social virtues.
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7. Evidence suggests that these aims can be better achieved via adolescent
choice and should be the focus of adult basic education reform.

.| How can we defend zero-day vulnerabilities ?

1 A zero-day vulnerability is a computer software vulnerability that is
unknown to, or unaddressed by, those who should be interested in
mitigating the vulnerability (including the vendor of the target software).

2. Until the vulnerability is mitigated, hackers can exploit it to adversely
affect computer programs, data, additional computers or a network.

3. Anexploit directed at a zero-day is called a zero-day exploit, or zero-day
attack.

4. The term ‘zero-day’ referred to the number of days since a new piece of
software was released to the public. So, ‘zero-day’ software was software
that had been obtained by hacking into a developer's computer before
release.

5. The term was applied to the vulnerabilities that allowed this hacking,
and to the number of days that the vendor has had to fix them.

6. Once the vendor learns of the vulnerability, the vendor will usually
create patches or advise workarounds to mitigate it.

7. The more recently that the vendor has become aware of the vulnerability,
the more likely that no fix or mitigation has been developed.

8. Even after afixis developed, the fewer the days, the higher the probability
that an attack against the afflicted software will be successful, because
not every user of that software will have applied the fix.

9.  For zero-day exploits, unless the vulnerability is inadvertently fixed, For
example, by an unrelated update that happens to fix the vulnerability,
the probability that a user has applied a vendor-supplied patch that fixes
the problem is zero, so the exploit would remain available. Zero-day
attacks are a severe threat.

Discuss error 404 hacking digital India part 1 chase.

" In error 404 hacking digital India part 1 chase, the cyber crime and cyber
attacks hack the information of users like bank detail and personal
infe 6
\/It is real time incident. In this, attacker or hacker creates an attractive
video so that victim gets attracted and plays that video into system.
3. ,When we clicked on video to play then at the time of buffering, hacker

\/ca.n know our current location and GPS history but also have complete

access to our contacts, text messages, Facebook, Whatsapp and most
importantly our bank details, including our CVV number,

Title of PDF Document
Thisisthe subtitle of PDF, Use long text here.

1-14 Wseme &4)

Hackers are creating a kind Trojan file, and android aj

X 1B 8 e, pk files. The apk
files that will be distributed all over the internet. Those who download
this file will be hacked easily. -

5. APotential eyber attacks that is most common in error 404 hacking :
a.  Web application attacks : .

L Aweb application is a client-server com: i
= puter program which
uses web brovysers and web technology to allow its visitors to
o store and retrieve data to/from the database over the internet.
i, If thgre is flaw in thg web application, it allows the attacker to
manipulate data using SQL injection attack.
\)/ Network security attacks :

i Network security attacks are horized acti inst
private, corporate or governmental IT assets in order to destroy
them; modify them or steal sensitive data.

As more enterprises invite employees to access data from

mobile devices, networks become vulnerable to data theft
; to
total destruction of the data or network. : %

\yfobile security attacks :
i Mobile security, or mobile device security, has become

increasingly important in mobile computing.
ii. The security of personal and business informatio

on smartphones. =
iii. More and more users and businesses use smartphones to

communicate, but also to plan and organize their users' work
and also private life.

iv. Within

= Iptroduction

.

, these technologies are causing profound

changes in the organization of i:lforman‘on sys
therefore they have become the source of new risks.
v. Indeed, smartphones collect and compile an increasing amount
of sensitive information to which access must be controlled to

protect the privacy of the user and the intellectual property of
the company.

and
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|
1
ﬁ Discuss control hijacking in computer security. 4 ‘ji
~

i takes cont: ation. .
2. Inhijacking (also known as a man in the middle attack), the perpetrator
takes control of an established connection while it is in progress.
3. The attacker intercepts messages in a public key exchange and then
retransmits them, substituting their own public key for the requested
. one, so that the two original parties still appear to be communipatmg
with each other directly. .
4 The attacker uses a program that appears to be the server to the client
and appears to be the client to the server. ‘
5. This attack may be used simply to gain access to the messages, or to

enable the attacker to modify them before retransmitting them.
\/G/A.;:::cker's goal in control hijacking :

Takeover target machine (for example web server) :
/ Execute arbitrary code on target by hijacking application control

e —

1-16 W (CC-Sem-3 & 4) Introduction

5. Following are the types of buffer overflow attacks :
Stack-based buffer overflows : These are more common,'{md
leverage stack memory that only exists during the execution time
of a function.
b. Heap-based attacks : These are harder to carry out and involve
flooding the memory space allocated for a program beyond memory
used for current runtime operations.

How to prevent buffer overflow attack ?

Buffes overflow attack can be prevented using :
/deresa Space Randomization (ASLR) :
a It x:andom]y moves around the address space locations of data
regions.

b.  Buffer overflow attacks need to know the locality of executable
f:ode, x;md randomizing address sp makes this virtually
impossible.

Data execution prevention :

a. It flags certain areas of

4 ahl.

table or

Y as n

flow which stops an attack from i i onn.
pron P i S running code in a non-executable region.

| 7, are three types of control hijacking in computer security : /4“ ctured Exception Handler Overwrite Protection (SEROP)
| / Buffer overflow Bttfle: { a. It helps to stop malicious code from attacking Structured Exception
/6 I overflow | Handling (SEH), a built-in system for managing hardware and

Format string vulnerabilities
. | Describe briefly buffer overflow attack.

OR
What is control hijacking with an example ? Explain the term of

KTU 201920, Marks 10

Control hijacking : Refer Q. 1.19, Page 1-15W, Unit-1.
Buffer overflow in Control Hijacking : .
/; Buffers are memory storage regions that temporarily hold-data while it
is being transferred from one location to another.
" A buffer overflow (or buffer overrun) occurs when the volume of data
xceeds the storage capacity of the memory buffer.
¥~ As a result, the program attempting to write the data to the buffer
overwrites adj t -y locati
[ / Attackers exploit buffer overflow issues by overwriting the memory of
an application. This changes the execution path of the program, triggering
a response that damages files or exposes private information.

Title of PDF Document

software exceptions,

b. It prevents an attacker from being able to make use of the SEH
overwrite exploitation technique.

c. At afunctional level, an SEH overwrite is achieved using a stack-

based buffer overflow to overwrite an exception registration record,
stored on a thread’s stack.

| Explain integer overflow attack.

1. An integer overflow attack occurs when an attacker causes a value in
the program to be large enough to overflow unexpectedly.

2. Acommon form of this attack is to cause a buffer to be allocated that is
too small to hold data copied into it later, thus enabling a buffer overflow
attack.

3. We are able to detect buffer overflow attacks in the same way as a

rmal buffer overflow attack.

4,/ An integer overflow is the condition that occurs when the result of an
arithmetic operation, such as multiplication or addition, exceeds the
maximum size of the integer types used to store it.

Thisisthe subtitle of PDF, Use long text here.
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5. When an integer overflow occurs, the interpreted value will appear to
have wrapped around the maximum value and started again at the
minimum value, similar to a clock that represents 13 : 00 by pointing at
1:00. %

_ How can we prevent integer overflow attack ?

In overflow can be prevented by:
Avoidance :
a. By allocating variables with data types that are large enough to

contain all values that may possibly be computed and stored in
them, it is always possible to avoid overflow.

b. Static analysis tools and formal verification techniques can be used
to ensure that overflow does not occur.

% 1 / Handling :

i a.  Ifitisanticipated that overflow may occur, then tests can be inserted
into the program to detect when it happens and do other processing
to mitigate it.

Propagation :

a.  Ifavalueis too large to be stored it can be assigned a special value
indicating that overflow has occurred.

b. ‘This is useful so that the problem can be checked for once at the
end of a long calculation rather than after each step.

c. ‘Thisisoften supported in floating point hardware called FPUs.

What do you understand by format string

1. A format string vulnerability is a bug where user input is passed as the
format argument to printf, scanf, or another function in that family.

9. The format argument has many different specifies which could allow an
attacker to leak data if they control the format argument to printf. Since
printfand scanfare variadic functions, they will continue popping data
off of the stack according to the format.

3. For example, if we can make the format argument “Tox.%ox. Yox. X",
printf will pop off four stack values and print them in hexadecimal,
potentially leaking sensitive information.

4. Printf can also index to an arbitrary “argument” with the following
syntax: “%n$x” (where n is the decimal index of the argument we want).

‘| How can we prevent format string vulnerabilities ?

Title of PDF Document
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Preventing format string vulnerabilities :

1. Always Bpecnfy a format string as part of program, not as an input. Most
format string vulnerabilities are solved by specifying “%s” as format

| string and not using the data string as format string.

Make the format string a constant.

If the above two practices .
Format_Guard. are not. possible, use defenses such as

Lol o

i~ Platf :
/ /‘/lm9 h;::, :g;an.:e : Through platform defense we can prevent target
/1/' ixed the bug:

a.  Audit software through automated tools.

b.  Rewrite software in a safe language.

c.  Concede overflow, but prevent code execution.

d.  Addrun-time code to detect overflows exploits.

i Halt process when overflow exploit detected

l Hijacki;xé a.ttack is controlled through :
|
|

/ il.  Stackguard
/2. Marking 'y as non ite :
a.  Prevent attack code execution by marking stack and heap as
4 non-executable.
Run-time defense :

1 Inrun-time defense, we tests for stack integrity.
2. Wg embed “canaries” in stack frames and verify their integrity
prior to function return. There are two types of canaries :
Frame 1

Frame 2
| Lo Teanary["sfp ot ][Totr ] [Laocal [ssnary] sy | vwt |[Towr | ToRof
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a. euury H 1 7 | o m
T canary, rand string s ch atpmgramm, 4 / | ﬁ‘ b
ii. Insert canary string into every stack frame. ) . Lb f1256) I | vtah]e l ::;B : *
iii. Verify canary before returning from function : . os —— ds ';3\;\ '
a. Exit program if canary changed. 3 B Lok !H_ !
b. Turns potential exploitinto DoS. go@'in‘ are the techniques used in heap attack ; 71 3 s
To corrupt, attacker must learn current rnndom s\:ﬂng Lo speating : SPpr "
Tomhutor canary : ; ;- Use JavaScript to spray heap will shell code; - oo
Btring functions will not Wﬁ W":ml } b. Then point vtable ptr anywhere in spray area.
' Buiadier . ¢, Pointing func- ptralmostanywberemheapmucause shelleodem
Heap protection : Rerte.
=< a. gtmm function pomtemmd ntamnpbnffeﬂbyenmhns g Vulnerable buff ‘.: 7
em
; Placing Wlnerﬂhle buf[256] next object O :
? d tweable rformance effects. ey
b. It has less effective and more no pe! , ¢ Py mequiincs’df as ot arions A8 heap
[BEERET| Explain heap spray attack with its techniques ? ' Jook as follows : -
B / Heap spraying is a technique used in axplmts to facilitate arbitrary code
tion. I I I l l l’ I ] l | l
b, In heap spray attack, we put number of copy of exploit(shell) code in
various places of heaps. Object 0
c. Itmmhablemethodforexphiﬁnjheapovwﬂomanhown: | m
M pI—» method #1 | €
[ FP2 ——>method #2 ii.  Allocate buffer in JavaScript and cause overflow.
’ ptr o il FP3__—+method #3 iii. Successfully used against a safari PCRE overflow.
! et « Vishle 1 Heap spray control hijacking can be prevented as :
data 3 v . - 1. Protect heap function pointers.
: - ’ 2. Better browser architecture :
Object T a.  Store JavaScript stringsin a separate heap from browser heap.

. d  After overflow of buf (buffer). .. .. . .. .
' )R] | ©00
, i B 7y

rbnﬁésél ,":"’H
_ Object T i

| b.  Open BSD heap overflow protection.
| c.  Detect sprays by prevalence of code of heap.

e. Here,attackerdoeanotknowwwmwserplamshelleodeonthe {
heap.

_
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Confidentiality Policies

(. | Define and explain the term confidentiality policy.

=
A confidentiality policy is a security policy dealing only with confidentiality.
Confidentiality is one of the factors of privacy, an issue recognized in the
laws of many government entities.

It put constraint on what information can legally be obtained from
individuals. Also it place constraints on the disclosure and use of that
information.

Unauthorized disclosure can result in penalties that include jail or fines.
Confidentiality policies place no trust in objects.

The policy statement dictates whether that object can be disclosed. It
says nothing about whether the object should be believed.

What are the issues related Bell-LaPadula model ?

Issues with Bell-LaPadula model :

The transfer of information from a high-sensitivity document to
lower-sensitivity document may happen in the Bell-LaPadula model via
the concept of trusted subjects.

Trusted subjects are not restricted by the property.

This model only addresses confidentiality, control of writing (one form
of integrity).

Covert channels such as Trojan horses and requesting system resources

to learn about other users that are mentioned but are not addressed

comprehensively

The tranquility principle of the Bell-LaPadula model states that the

classification of a subject or object does not change while it is being

referenced.

This principle limits its applicability to systems where security levels do

not change dynamically.
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| Explain Discretionary Access Control (DAC).

type of security access control

" Discreti trol (DAC) is a
¢ Discretionary access con ol ( s palfy leteruzind by

that grants or restricts object access via an
an object’s owner group and/or subjects.
4" DAC mechanism controls are defined by user identification with supplied

credentials during authentication, such as username and password.

3. InDAC, eachsystem object has an owner, and each initial object owner
is the subject that causes its creation.

4. DACs are discretionary because the subject (owner) can transfer
authenticated objects or information access to other users. In other
words, the owner determines object access privileges.

related with DAC.

related with DAC are:

Difficult to enforce a system-wide security policy i.e., a user can leak
classified documents to an unclassified user.

Only support coarse-grained privileges i.e., CGA is the top-level
authorization decision that is made at the perimeter of a system. This
decision will be based upon the requested resource and action being tied

to the user.
Unbounded privilege escalation.
4. Only based on users identity and ownership, ignoring security relevant
information such as :
a. Usersrole
b. Function of the program
¢. Trustworthiness of the program :
i. Compromised program can change access to the user object.
ii. Compromised program inherit all the permission granted to the
user.
d.  Sensitivity of the data
e. Integrity of the data
5. | Deseribe Mandatory Access Control (MAC).
N

A

Mandatory Access Control (MAC) is a type of access control by which
the operating system constraints the ability of a subject to access or
perform some sort of operation on an object.
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m administrator, strictly enforced

s d by the
MGt e e or security kernel, and are unable to be

by the operating system (OS) or securi
altered by end users. )

3. Mandatory access control works by ass
each file system object. Classifications inc
top secret.

4. Each user and device on the system is assigned a simi]a; classification
and clearance level. '

5/‘When a person or device tries to access a specific resource, the OS or
security kernel will check the entity’s credentials todetermine whether
access will be granted.

6. Whileitis the most secure access control setting available, MAC requires
careful planning and continuous monitoring to keep all resource objects
and users classifications up to date.

‘As the highest level of access control, MAC can be contrasted with
lower-level Discretionary Access Control (DAC), which allows individual
resouyce owners to make their own policies and assign security enntrelsgh

1gmng a classification 1abel to
Jude confidential, secret and

| What are the problems related with MAC ?

f :
Following are the different problems in MAC :
Requirement of new security levels :

a. InMAC, there is no security level for common people (people outside
organization) where they can access certain data or information to
know organization or business and hence marketing of organization
or business is not possible in traditional MAC.

t have efficient growth by adopting

b. Hence, an organization
MAC.

c. Hence, an update is required to alter the security levels and include
this functionality in proposed model which is an alternate to MAC.

Filtration :

a.  The security levels are d to both subjects and object:

b. These levels are assigned to values inside each attribute.

¢. . The Bell-LaPadula model form the basis of MAC.

ydﬁri.natantiation :
a.  Inpolyinstantiation, multiple instances of a tuple are created.

b.  Consider the example, where user with security level confidential
can view attributes which are at lower level or equal level as
compared to this user.

¢.  Other values are displayed as NULL. These values can be accesses
and changed by this user by taking a key which is at lowest level in
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i n;lation and any attribute can be ed using this key gy
‘alue.

What are the advantage and disadvantages of DAg

C?

vantages of Discretionary Access Control (DAC) :

a.  Intuitive ’
b. to implement
i vn:tqel of Discretionary Access Control (DAC) ;

a.  Inherent vulnerability N
b. Maintenance of ACL(Access Control List) of capability lists

¢. Maintenance of Grant/Revoke.

d. , Limited power of negative authorized,
vantages of Mandatory Access Control (MAC) :

a. Ensure a high degree of protection; prevent any illegal flq‘w #

b, Suitable for military and high security types of applications. g
A-dvmtngu of Mandatory Access Control (MAC) : »
a. Require strict classification of subjects and objects. 4
able to few environments, -
Differentiate between DAC and MAC.

A type of access control that

A type of access control in
restricts the access to the

which the owner of a
resource restricts access to
the resource based on the

of the subjects.
identity of the users, stljects

Stands !or‘dtscutionary Btands for mandatory access

access control, control,
Access is determined by | Access is determined by the
owner, system,

More flexible,

]

resources based on the clearance |

A

2

La.

’ 4, Less flexible,
5 Not as secure as MAC, More secure,
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Qe8] | Describe confinement principle in brief;

/" The confi t principle is the principle of preventing a server from
leaking information that the user of the service considers confidential.
}/ The confinement principle deals with preventing a process from taking

isallowed actions.
/C:nﬁder a client/server situation: the client sends a data request tothe ,
gerver; the server uses the data, performs some function, .and sends the
" results (data) back to the client.
4. In confinement principle, access control affects the function of the server
in two ways :
a. Goal of service provider : The server must ensure that the
resources it accesses on behalf of the client include only those
regources that the client is authorized to access.

b.  Goal of the service user : The server must ensure that it does not
reveal the client's data to any other entity which is not authorized
to see the client’s data.

Wesi)
tour is defined as few words about Unix user IDs and IDs associated
with Unix processes,

4 (%7 Bvery user in Unix like oporatirig system is identified by different integer

number, this unique number is called ag UserID.,

A7 There are three types of UID defined for a process, which can ba
ynamically changed as per the privilege of task,

The three different, types of UIDs defined are :

(
|7,
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owner :of this process. It deﬁn.!u!

i t of
UserlD : It is accoun
2 which fles that this process bas og i 4
is normally same as rea UserID, buj
b.

i s It . 8

n’n:ees iItJ?: . to enable a non-privileged user to
some! :
files that can only be acces! Ceesy

sed by root. ‘ &
hen a process is ngxenmg ?ﬂth elevateq
v (gene root) needs to do some under-privileged work
gli:ﬂciiﬁ be ach;:\lrle{i by temporarily switching to non-pnv,kg‘t‘
account. . .

ject i application) executing on behalf of sondh

> ‘;nsnu::;cl:s;s: pll’}.u(;tg:l:rp‘:ll#l n(m?:at any time be idle, or have one or morg

subjects executing on its behalf.
= ubject can perform operations (mediateg

An object is anything on which a sub .
® by :52) usually objects are passive, for example :
a File b, Directory(or folder)  c. Memory segment. .
Each unt has a unique UID. The UID 0 means the super use
7. (mu‘sne ﬁ). A user account belongs to multiple groups. Subject ars
processes, associated with uid/gid pairs.
8. There should be a one-to-many mapping fron? users to Pf'lncipals. A
user may have many principals, but each principal is associated witha
unique user. This ensures accountability of a user action.

| Explain basic permission bits on non-directories

permissions : ,
/Z’ Read : This permission gives us the authority to open and read a file,

Read permission on a directory gives us the ability to lists it's content.
Write: "
a  The write permission gives us the authority to modify the con

of a file. i 3
b. The write permission on a directory gives us the authority tomﬁé
remove and rename files stored in the directory.

- g |
v o a hmm,mmmmmmemn{aﬂ\[
and which we can easily run.

b. In Unix/Linux, we cannot run a program unless the executﬂ
permission is set. i
¢ Ifthe execute permission is not set, we might still be able t0 a::f

modify the program code (provided read & write permissio!
set)/but not run it. ]

Define SUID, SGID and sticky bits with basic differenc®

Title of PDF Document
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|

1. Thee are three special permissions th

at are available for executable

files and directories. ; -
9. These permissions allow the file being d to be with
the privileges of the owner or the group. These are :
SUID permission : . . g .,
i SUID is set user identification. SUID is a special permission
assigned to a file. -
s cuted to be executed

ii. These permissions allow the file being exe:
with the privileges of the owner.
SGID permission :
i SGIDis set group identification.
ii. When the Set Group ID bit is set, the executable is run with
the authority of the group.
/(‘ Sticky bit : When the sticky bit is set on a directory, only the root
; user, the owner of the directory, and the owner of a file can
remove files within the directory.

Difference :
T L e E Bt T | (3 e Ty e = (e S
Non-executable |no effect affect locking not used
files (unimportant for us)|anymore
Executable files | change euid change egid when |not used
when executing| executing the file |[anymere
the file
Directories no effect new files inherit only the owner
group of the of a file can
directory delete
confi t techniq ind-etnils.
- f;‘l#:: i ‘
Follpwing are the various confinement techniques :
Chroot (change root) :

a. A chroot on Unix operating systems is an operation that changes
tlh;iel:x")pmnt root directory for the current running process and its
¢ en.

b.  The programs that run in this modified environment cannot access
the files outside the designated directory tree. This essentially imits
;:uawaaatoadiraﬂorytreeandthustheygetthenaniechmt

e mmeaisthatwecreateadhectoryheewhemwe link i
all the system files needed for a process to run. o m

Thisisthe subtitle of PDF, Use long text here.
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2 Jailkits:

3

/1./

/veraﬂ system if proper security is not provided to the system,
7 Sor

4 We then use the chroot system call to change the root directory t, -

be at the base of this new tree and start the process running in thay

chrooted environment. . .
e. Since it cannot actually reference paths outside the modified root,

it cannot maliciously read or write to those locations. h

. ; 3

a  Jailkit is a set of utilities to limit user accounts to specific fileg using

chroot() or specific commands. ) ) 3

b. Settingupa chroot shell, ashellis lmnted to some specific commang

and can be automated using these utilities. ) 3

c.  Jailkit is aspecialized tool that is developedm.tha'focuson security,

d Tt will abort in a secure way if the conﬁgurahon.ls not secure,and
it will send useful log messages that explain whatis wrong to system

iog. -
e. Jailkit is known to be used in network security apphancesc
jail : . .
a  FreeBSD isapopular free and open source operating system that is
based on the Berkeley Software Distribution (BSD) version of the
Unix operating system.
b. Itrunson processors such as the Pentium that are compatible with
Intel's x86. .
¢. FreeBSDis an alternative to Linux that will run Linux applications.
d.  The jail mechanism is an impl tation of FreeBSD's OS-level

'3

virtualization that allows system administrators to partition a
FreeBSD-derived computer system into several independent mini-
systems called jails, all sharing the same kernel, with very little
overhead.

e. The need for the FreeBSD jails came from a small shared-
environment hosting provider's desire to establish a clean, clear-
cut separation between their own services and those of their

customers, mainly for security and ease of administration.
4./ System ecall interposition :

a.  System call interposition is a powerful technique for regulating and
monitoring program behaviours.

b. It gives security systems the ability to monitor all of the application’s
interaction with network, file system and other sensitive system
resources. "

Explain error 404 digital hacking in India part 2 chase.

In error 404 digital hacking in India part 2 chase experts discuss about
some attack related to eyber attack and the attacker can control the

me attacks discuss in error 404 digital hacking India part 2 chase are
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Israel's power grid hit by a big hack attack. It is one of the worst
cyber attacks ever.

In 2014 a hydropower plant in upstate New York got hacked.
Iran's infrastructure including its main nuclear power plant is being
targeted by a new and dangerous powerful cyber worm. 5
.Bangltladesh best group hacked into nearly 20,000 Indian website
including the Indian Border Security Force.

First virus that could crash power grid or destroy pipeline is available
online for anyone to download and tinker with‘“p'3 S
India’s biggest data breach when the SBI debit card branch happens.
When this happened bank where initially in a state of denial but

“subsequently they had to own up cyber security breach that took
place in Indian history.

2 :
Isolation, Rootkits

4.

) /Q?_e 2.15. | What do you understand by VM based isolation ?

swer

X7 A VM is an isolated environment with access to a subset of physical

resources of the computer system.
EachVMappearstoberuuningonthebare hardware, giving the
appearance of multiple instances of the same computer, tt;ough all are
supported by a single physical system. '

A process VM is a virtual platform created for an individual process
destroyed once the process terminates. -
Virtually all operating systems provide a process VM for each one of the

apglications running, but the more interesting process VMs are those
which support binaries compiled on a different instruction set.

574 system VM supports an OS together with many user processes. When

the VM runs under the control of a normal OS and i
¢ provides a platform-
independent host for a single application we have an icati

tion
example, Java Virtual Machine (JVM), epplication VA, for

Explain confinement principles with its techniques.
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Confinement principle : Refer Q. 2.9, Page 2-6W, Unit-2. |
Confinement prlnclﬁu techniques : Refer Q. 2.13, Page 2-8W, Unit.y :i

TR Describe the types of VM based isolation. |

Following are the types of Virtual Machine based isolation :

Process virtual machines : ]
1 Process virtual machines support individual processes or a group of
pr and enforce isolation between the processes and operating
system environment.
2. Process virtual machines can run pr compiled for the same ‘
Instruction Set Architecture based (ISA) or for a different ISA ag
long as the virtual machine runtime supports the translation.
3. Isolation policies are provided by a runtime component which nmx
the processes under its control. d
4. Isolation is guaranteed because the virtual machine runtime doe |

not allow direct access to the resources.
)./System virtual machines (Hypervisor virtual machines) :
1

System virtual machines provide a full replica of the underlying
platform and thus enable complete operating systems to be run
within it. -

2.  The virtual machine monitor (also called the hypervisor) runs at
the highest privilege level and divides the platforms hardware
resources amongst multiple replicated guest systems. 4 |

3. All accesses by the guest systems to the underlying hardware
resources are then mediated by the virtual machine monitor.

4. This mediation provides the necessary isolation between the virtual
machines. ‘

5. System virtual machines can be implemented in a pure-isolatiod
mode in which the virtual systems do not share any resources|
betw.een themselves or in a sharing-mode in which the VM Monitor
multiplexes resources between the machines. :

6. Pure-isolation mode virtual machines are as good as separat®.
p.yysical machines,

c sted virtual machines :
1. Hosted Virtual Machines are bui isti i
€ built on to, operating
system called the host, ontop of an exiating op°

2. i izati :

::: :;tk‘;“l;at“?n layer sits above the regular operating systef
5 the virtual machine look like an application process:
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3. We then install complete operating systems called guest operating
' gystems within the host virtual machines.
jon set architecture as the

The VM can provide the same instruct
host platform or it may also support a compl
Instruction Set Architecture (ISA).

5: VMware GSX Server is an example where the host ISA and guest
ISA are same. i

. . F—— . ot
6. Isolation in hosted virtual machines is a8 good as iso!
provided by the hypervisor approach except that the virtual machine
monitor in the case of the hosted VM does not run at the highest
privilege.
The processes running inside the virtual machine cannot affect the
operation of processes outside the virtual machine.

ardware virtual machines :

1. Hardware virtual machines are virtual machines built using
virtualization primitives provided by the hardware like processor
or I/0. ;

9. The advantage of hardware level virtualization is tremendous
performance improvements over the software based approaches
and guarantees better isolation between machines.

3. The isolation provided by the hardware assisted virtualization is

more secure than that provided by its software counterpart for

obvious reasons.

£.18. | Discuss briefly the term rootkit.

4 etely different

Answer

A Arootkit is acomputer program designed to provide
access to a computer while actively hiding its presence.

_2* Rootkit is a collection of tools that enabled administrator-level access to
a computer or network.

43— Root refers to the Admin account on Unix and Linux systems, and kit
refers to the software comp ts that impl t the tool.

_4~Rootkits are generally associated with malware such as Trojans, worms,
viruses that conceal their existence and actions from users and other
system processes.

5. A rootkit allows us to maintain command and control over a computer
without the computer user/owner knowing about it.

6. Once a rootkit has been installed, the controller of the rootkit has the
ability to remotely execute files and change system configurations on
the host machine.

7. Avrootkit on an infected computer can also access log files and spy on the
legitimate computer owner’s usage.

3 urivileged
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8. 'Rootkits can be detected using detection methods which include :
a. Behavioural-based methods

b. Signature scanning
¢. Memory dump analysis

Purpb.e of rootkits :
The purpose of a rootkit is for a malware to give its owner, a (often)

permanent, hidden remote access to our computer.

2. To avoid detection, they tamper with the system to conceal the presence
of the malware (for example, hide files) and its activities (for example,
running processes). '

ples of rootkits :
NTRootkit : One of the first malicious rootkits targeted at Windows OS.

,&/‘ HackerDefender : This early Trojan altered/augmented the OS at a

very low level of functions calls.

Machiavelli : The first rootkit targeting Mac OS X. This rootkit creates
hidden system calls and kernel threads.

Greek wiretapping : This rootkit targeted Eriesson’s AXE PBX.

| Explain various types of rootkits.

llowmg are the various types of rootkits :
//‘ Application rootkits :
a  Application rootkits repl

files on our computer.

b. These rootkits infect standard programs like Microsoft Office, .

Notepad, or Paint.

c. Attackers can get access to our computer every time we run those '

programs.

d.  Antivirus programs can easily detect them since they both operate '

on the application layer.
Kernel rootkits :

a. Attackers use these rootkits to change the functionality of an

operating system by inserting malicious code into it.
" 'This gives them the opportunity to easily steal personal information.
Bootloader rootkits :
a.  The bootloader mechanism is r
system on a computer.
b. These rootkits replace the original bootloader with an infected one,
c. This means that bootloader rootkits are active even before the
operating system is fully loaded,

ible for loading the operating

legitimate files with infected rootkit

/ﬁardware and firmware rootkits ;
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a  This kind of rootkit can get access to a computer’s BIOS system or
hard drives as well as routers, memory chips, and network cards.
B. rootHul
a Virt d rootkits take advantag hines in order to
cont.rolopernhngaymma
b.  These rootkits create a virtual machine before the operating system
loadn andthen mmplytake over control of our computer.
P -Aatahzdm'levolthmmpmm
k them 8t

of virtual

Py

F;ﬁéwingfére the method to prevent rootkits :
1. Avoid opening o o
a. Statistics shows that malware, mcludmg rootkits, are distributed
through emails.
b. This means that the ch
email are high.
c. Using another type of malware, hackers collect email addresses on
the internet, which they flood with spam emails.
d. Therootkit installs silently in the background when the user opens

of getting infected witha kit via

the infected email.
e. To prevent rootkits from infiltrating our computer, avoid opening
icious emails, ially if the sender is unfamiliar to us.

2, Avoid downloadmg cracked software :

a. Cracked software may be free but it is also unsafe.

b. Cracked software is ly used by hackers to install rootkits
on victims' computers.

¢. Cracked software is sometimes bundled with Adware (a software),
which generates stubborn and annoying pop-ups on the computer.

d.  To prevent rootkits and other types of malware, download legitimate
software only,

3. Install software updates :

a. Through system vulnerabilities, a rootkit can get through to our
computer.

b. System vulnerabilities are uumuble In fact, programmers are
often only able to discover a bug after the software is released. The
solution is a software update.

¢.  Unfortunately, some users ignore the unpumnoe of soﬂware
updates, But the fact is that installing soft
our cyber security, preventing malware like too'.hts from getting
onto our computer.

d. When software updates b ilabl
installation.

do not delay their

Thisisthe subtitle of PDF, Use long text here.
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4. Anti-malware software with rootkit detection : 1

a Anti-malware software prevents varieties of mﬂwe. But advanceg 3
anti-malware software with rootkit detection is required to stop

rootkits from getting on the computer.
b. Anti-malware software equipy d with a Host Intrusion Prevent; ot

System as a feature is specifically esigned to computey |

memory. . |
. It prevents any malicious software from loading on the kernel of |

the operating system, which prevent rootkits using anti-malware
software.

What is Intrusi jon System (IDS) ? l

AANSWer .
~ An Intrusion Detection System (IDS) is a network security technology )
originally built for detecting vulnerability exploits against a target \

application or computer.
/2./ Intrusion Prevention Systems (IPS) extended IDS solutions by adding
the ability to block threats in addition to detecting them and has become
the dominant deployment option for IDS/IPS technologies. |
3. AnIDSneeds only to detect threats and as such is placed out-of-band on
the network infrastructure, meaning that it is not in the true real-time
communication path between the sender and receiver of information.
4. IDS solutions will often take advantage of a SPAN (Switched Port
Analyzer) port to analyze a copy of the inline traffic stream |
5. The IDS monitors traffic and report its results to an administrator, but
cannot automatically take action to prevent a detected exploit from
taking over the system. |
Attackers are capable of exploiting vulnerabilities very quickly once
they enter the network, rendering the IDS an inadequate deployment
for prevention device.

o

Explain the types of intrusion detection system.

Fo are the types of intrusion detection
4 system :
1. :etwork Intrusion Detection System (NIDS) :

a.  Itisan independent platform that identifies intrusions by examining
netw'ork traffic and monitors multiple hosts.
b It gt:ms access to network traffic by connecting to a network hub, 8
. ;;e I:r]]k) ;thch configured for port mirroring, or a network tap.
Sy - H#or. of sensors are placed at choke points in the network
onitor, often in the Demilitarized Zone (DMZ) or at network
borders.
d.  Sensors capture all network
2 Tt traffic and analyze the content of
individual packets for malicious traffic s
e. Anexample of a NIDS is Snort. 4
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Confidentiality Policies

; identifies intrusions by
It consists of an agent on a host that ide Fsloss b8

analyzing system calls, application logs, file-gystem mo
and other host activities and state.

In a HIDS, sensors usually consist of a goftware agent. )
Intrusion detection systems can also be systern-specific using custom
tools and honeypots.

4 Inthe case of physical building security, [DS is defined as an alarm
system designed to detect unauthorized entry.

e. Anexample of a HIDS is OSSEC (Open source HIDS Security).

g, Perimeter Intrusion Detection System (PIDS) :

a.  Detects and pinpoints the location of intrusion attempts on perimeter
fences of critical infrastructures.

b. Using either electronics or more advanced fiber optic cable
technology fitted to the perimeter fence, the PIDS detects
disturbances on the fence, and if an intrugion is detected and deemed
by the system as an intrusion attempt, an alarm is triggered.

\w based Intrusion Detection System (VMIDS) :
a

. It detects intrusions using virtual machine monitoring.
b. By using this, we can deploy the Intrusion Detection System with
Virtual Machine Monitoring.
¢. Ttisthe mostrecent type and it is still under development.
d.  There is no need for a separate intrusion detection system since by
using this; we can monitor the overall activities.

OSM Discuss the need of intrusion detection system.

Answer

1. A network intrusion detection system (NIDS) is crucial for network
security because it enables us to detect and respond to malicious traffic.

2. The primary purpose of an intrusion detection system is to ensure IT
personnel is notified when an attack or network intrusion might be
taking place.

3. = A network intrusion detection sy (NIDS) itors both inbound
and outbound traffic on the network, as well as data traversing between
systems within the network.

4. The network IDS monitor network traffic and triggers alerts when
suspicious activity or known threats are detected, so IT personnel can
examine more closely and take the appropriate steps to block or stop an

: Explain advantages and disadvantages of different types

Advantages of HIDS :
1. HIDS can analyze encrypted data and communications activity.
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2. HIDS tells us if an attack is successful or no.
3. +Easy to deploy because it does require additional hardware.
4. Tt does not affect the current architecture.

Disadvantages of HIDS :

1. HIDS breakdown if the OS break down by the attack.

2. HIDS are not able to detect network scans or DOS attack.

3. HIDS tend to be resource intensive.

Advantages of NIDS :

1. Operating environment independent, therefore NIDS will not aff !
the performances of host. ‘

Disadvantages of NIDS :

1. Does not indicate whether the attack was successful or not.

2.  Cannot analyze encrypted traffic.

3. NIDS has very limited visibility inside the host machine.

Advantages of VMIDS :

1. More flexible

2. More efficient ‘

3. VMIDS take advantage of the strengths of the combined type.

Disadvantages of VMIDS :

1. High overhead load on the monitored

methodologies.

Processor utilization of the hybrid agent is much great.

system depending on the combined
2,

Advantages of PIDS :
1 More accurate.

2.. It can manage wireless protocol activity.

Disadvantages of PIDS : -

A

eatnresof:nintrusiondeteetionlystemare: 2
w5 ;: mor?:tors a::l analyzes the user and system activities. ! *
? performs auditing of the s fil i
| ‘ i oy ystem files and other configurations and the | 3
| -9 ltasaes-esﬂwintegrityotsystemanddataﬂles. : "‘
A It conducts analysis of patterns based on known attacks, ! 4
] A It detectserrors in system configuration. |
/¢ Itdetects and cautions if the system s in danger. | &

| What are the components of IDS? - 1
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Output alert or|
log to a file
Packet is
dropped

Fa
A packet decoder : It takes packets from different networks and
prepares them for preprocessing or any further action. It basically
decodes the coming network packets.

A preprocessor : It prepares and modifies the data packets and also
performs defragmentation of data packets, decodes the TCP streams.
A detection engine : It performs the packet detection on basis of
Snort rules. If any packet matches the rules, appropriate action is
taken, else it is dropped. )

Logging and alerting system : The detected packet is either logged
in system files or incase of threats, the system is alerted.”

Output modules : They control the type of output from the logging
and alert system.

| What is an intrusion detection system ? What are the

Intrusion detection system : Refer Q. 2.22, Page 2-15W, Unit-2.
Difficulties in Yo ok ired s

It increases the false alarm rate.
Developing a general methodology or a set of parameters that can be
used to evaluate the intrusion detection system,

When new patterns are identified in anomaly detection intrusion

+ 3

detection sy (ANIDS) updating the database without reducing the
performance.

It increases the computational plexities of data prepr ing in
the training phase and also in the deployment phase.

Developing a suitable method for selecting the attributes for each
category of attacks.

Why is security hard ?
*———4—___‘
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Today in computers and on the internet attack is easier than defense,
There are many reasons for this, but the most important is the complexity
of these systems.

" Complexity is the worst enemy of security. The more complex a system

, the less secure it is.

/:hncker typically targets the “attack surface” of a system. The attack
surface of a syst tains all the possible points that a hacker might
target.

A complex system means a large attack surface, and that means a huge

dv ge for the hacker.

5. The hacker just has to find one vulnerability. He can also attack

stantly until sful

6. At the same time, the defender has to secure the entire attack surface

from every possible attack all the time.

Also the cost to attack a system is only a fraction of the cost to defend it.
This is one of the reasons why security is so hard, even though over the -
years there is significant improvement in security technologies.

[

What is Access Control list (ACL) and also define what ]
are the technologies used in access control ? :

Access control list :

)(’ An access-control list is a list of permissions attached to an object.

,h./' An ACL specifies which users or system processes are granted access to
objects, as well as what operations are allowed on given objects.
/ Each entry in a typical ACL specifies a subject and an operation.

/i./' An access control list (ACL) is a table that tells a computer operating
system which access rights each user has to a particular system object,
such as a file directory or individual file. ‘

-~ Each object has a security attribute that identifies its access control list. ‘
Access control technology includes : \
1. Access Technology Architectures : ]

a. Internet of Things (IoT) access control 1

b. Physical Access Control System (PACS)

2. Communications technologies :
a. Radio Frequency Identification (RFID) access control |
b. Near Field Communication (NFC) access control {
c.  Bluetooth Access Control (BAC) access control
d Wireless control technology.

8. Authentication technologies :
a. Biometric control technol
b.  Smart card control technology
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¢. Mobile Access Control (MAC) access control

d. Two Factor Authentication in access control .
4. Infrastructure technologies :

a. Internet switches for access technology

b. CATS Cable access control technology

¢. Power over Ethernet (PoE) access control

d. IP based Access Control.

7| Write short notes on Software Fault Isolation (SFD)

i. Goal and solution, ii. SFI approach.

Goal

1. Software Fault Isolation (SFI) is an alternative for unsafe languages,
ple C, where y safety is not granted but needs to be enforced
at runtime by program instrumentation.

2. SFlisa program transformation which confines a software component
to a memory sandbox. This is done by pre-fixing every memory access
with a carefully designed code sequence which efficiently ensures that
the memory access occurs within the sandbox.

SFI approach :

1. Traditionally, the SFI transformation is performed at the binary level
and is followed by an a posteriori verification by a trusted SFI verifier.

2. Because the verifier can assume that the code has undergone the SFI
transformation, it can be kept simple, thereby reducing both verification
time and the Trusted Computing Base.

3. This approach is a simple instance of Proof Carrying Code where the
complier is untrusted and the binary verifier is either trusted or verified.

4. Traditional SFI is well suited for executing binary code from an
untrusted origin.

©0e
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ki : 1.  Access control is a method of limiting access to a system, L phyna:l' sical or
Access Control Concepts, Unix ........... 3-2W to 3-8W wicbnal roptarcet.
and Windows Access Control 2. Itisaprocess by which users can access and are granted certsin privilege
Summary, Other Issues in ‘ A to systems, resources or information.
Access Control » b > 3. Access control is a security technique that has control over who can
' s view different aspects, what can be viewed and who can use resources
Introduction o ..iv.c.iiiioniioriniaiiteisiinns in a computing environment, )
Browser Isolation . . . £ =
4. Itis afundamental concept in security that reduces risk to the business
-3+ Web Security Definitions ................. or organization. .
' Goals and Threat Models, t 5. Access control systems perform identification, authentication, and
f HTTP Content Rendering, authorization of users and entities by evaluating required login
Browser Isolation i credentials that may include passwords, pins, bio-metric scans or other

authentication factors.

6. There is multi-factor authentication which requires two or more
authentication factors which is an important part of the layered defense
to protect access control systems.

Que 3.2, | Describe different models of access control.

Security Interface,l Cookies ................
Frames and Frame Busting,
Major Web Server Threats

Cross Site Request Forgery, .............
Cross Site Scripting,

Defenses and Protection

Against XSS, Finding
Vulnerabilities, Secure Development

Following a;re the models of access control : «
1. Discretionary Access Control (DAC) : Refer Q. 2.3, Page 2-3W,

Unit-2. b
2 Role-Based Access Control (RBAC) :

i RBAC, (also known as a non-discretionary access control), is used
when system administrators need to assign rights based on
organizational roles instead of individual user accounts within an
organization, '

~

3-1W(CC-Sem-3 & 4)
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ii. It presents an opportunity for the organization to address thy
principle of least privilege.

jii. Thisgives an individual only the access needed to do their job, sincg
access is connected to their job.

3. Mandatory Access Control (MAC) : Refer Q. 2.5, Page 2-3W,

control ABAC ang

o

|
Implementation of RBAC:

1. Windows and Linux envir

2. Each group has individual file permissions and each user is assigned to

groups based on their work role.

3. RBAC assigns access based on roles. This is different from groups since

users can belong to multiple groups but should only be assigned to one

ts use for impl tation process,

role.
4. Example roles are : tants, developer, g others.
Implementation of MAC :

1. Windows Vista-8 used a variant of MAC which is also called Mandatory
Integrity Control (MIC).

2. This type of MAC system added Integrity Levels (IL) to process/files
running in the login session.

3. The IL represented the level of trust the object would have.
Subjects were assigned an IL level, which was assigned to their access
token.

5. ILlevels in MIC were: low, medium, high, and system.

Under this system, access to an object was prohibited unless the

had the same level of trust, or higher than the object.

7.  Windows limited the user to not being able to write or delete files with
higher IL. e

8. It first compared IL levels, then moved on to checking the ACLs to ma
sure the correct permissions are in place.

9.~ This system took advantage of the Windows DAC system ACLs an
combined it with integrity levels to create a MAC environment.

. Briefly explain the uses of access control system.

”

AT A e
i Access control system is used to control access into certain areas Tocated
within the interior of buildings.
|
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m is to provide quick, convenient

9. The purpose of an access control syste: 1 .
access to those persons who are authorized, while at the same time,
restricting access to unauthorized people.

Access control is used to minimize the risk of unaut

horized access to

& physical and logical systems.
4. Access control policies are used to protect confidential information, such
as customer data.
5. Access control systems are complex and can be challenging to manage
in dynamic IT environments that involve on-premises systems and cloud
- services. :
m%atmthe ponents of control system ?

e el

Basics components of access control system are :

1. Accesscards:

i The access card may be thought of as an electronic key.

The access card is used by persons to gain access through the doors
secured by the access control system.

iii. Each access card is uniquely encoded. Most access cards are
approximately the same size as a standard credit card, and can
easily be carried in a wallet or purse.

L
]

2. Card readers:
i, Cardreaders are the devices used to electronically read the access

card.

ii. Cardreaders maybé of the insertion type (which requires insertion
of the card into the reader).

iii. Card readers are usually mounted on the exterior (non-secured)

side of the door that they control.

3. Access control keypads:
i, Access control keypads are devices which may be used in addition
to or in place of card readers.

The access control keypad has numeric keys which look similar to
the keys on a touch-tone telephone.

The access control keypad requires that a person desiring to gain
access must enter a correct numeric code.

When access control keypads are used in addition to card readers,
both a valid card and the correct code must presented before entry

is allowed.
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4. Electric lock hardware : :
i Electriclock hardware is the equipment that is used to electrically
lock and unlock each door that is controlled by the access contro]

system.
i. The specific type and arrangement of hardware to be used on each
door is determined based on the construction conditions at the

door.

iii. Inalmostall cases, the electriclock hardware is designed to control -

entrance into a building or secured space. To comply with building
and fire codes, the electric lock hardware never restricts the ability
to freely exit the building at any time.

5. Access control field panels:

i Access control field panels (also known as Intelligent Controllers) 1

are installed in each building where access control is to be provided.

ii.  Cardreaders, electric lock hardware, and other access control devices
are all connected to the access control field panels.

iii. The access control field panels are used to process access control
activity at the building level.

iv. The number of access control field panels to be provided in each

building depends on the number of doors to be controlled.
v. Access control field panels are usually installed in telephone,
electrical, or communications closets.
6. Access control server computer :
i The access control server computer is the brain of the access control
system.

ii. The access control server computer serves as the central database

and file manager for the access control system and is responsible
for recording system activity, and distributing information to and

from the access control field panels.

iii. A single access control server computer is used to control a large :

_ number of card-reader controlled doors. .
iv. The access control server computer is usually a standard computer
which runs special access control system application software.

v. Inmost cases, the computer is dedicated for full-time use with the

access control system.

. | Discuss access control principle and security principle

used for access control.

- 7

Rgtiizas A

Access control principles :

1. Principle of least privilege : It states that if nothing has been
specifically configured for an individual or the groups, he/she belongs t0,

the user should not be able to access that resource L., default no access.

Title of PDF Document
Thisisthe subtitle of PDF, Use long text here.

3.6 W (CC-Sem-3 &4) Secure Architecture Principles Isolation & Leas

2. Separation of duties : Sep "ﬁ,anycanﬂicﬁn_gateaiof : .
so as to reduce opportunities for unauthorized or unintention
modification or misuse of organizational assets and/or information.

3. Need toknow : It is based on the concept that individuals ahauldbe
given access only to the information that they absolutely require in
order to perform their duties.

Security principles used for access control :

1. Identification : Identification describes a method of ensuring that a
subject is the entity it claims to be. For example, a user name or an
account number.

2. Authentication : Auth ion is the method of proving the subjects
identity. For example, password, passphrase, PIN.

3. Authorization : Authorization is the method of controlling the access
of objects by the subject. For example, a user cannot delete a particular
file after logging into the system.

4. Non-repudiation : Non-repudiation is the assurance that someone
cannot deny something. Non-repudiation refers to the ability to ensure
that a party to a contract or a communication cannot deny the authenticity
of their signature on a document or the sending of a message that they
originated.

.| What are the char

istics and features of Unix ?

Chﬁracteristics of Unix :

1. Memory allocation : It keeps tracks of primary memory i.e., which
part of it is in use or not and by whom, as well as it allocates memory
when a program requests.

2. Processor management : It allocates the CPU for a process or
deallocates ifnot required.

3. Device management : It keeps tracks of all devices it decides for how
much time and to whom should be given the priority.

4. File management : It allocates and deallocates the resources; it also
decides to whom the resources should be given.

5. Security : By means of password and some other techniques, preventing
unauthorized access to program and data.

Features of Unix :

1. Portable : Unix can be installed on many hardware platforms.

2. 'Multi-user : The Unix users allow multiple users to concurrently share
‘ hardware and software.

8,  Multi-tasking : Unix allows a user to run more than one program at a
time,
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4. Organizedfile system : Unixhas organ_iudﬁleanddirectory
thatalluwsusersworganizeandmaintmnﬁbs. ;
5. Device independence : Unix treats input output devices as o
files. The destination offile input and output is easily controlled
Unix design feature called redirection. g )
6. Utilities : Unix provides a rich library of utilities that can inc
user’g productivity. o
Jue 4.8, | Differentiate between Unix and Windows.

3-7W(CC-Sem-3

oot o) R

It is an open source.

It is not open source.

2. It has very high security | Ithaslow security system.
) system.
3. It is a command based | ItisaGUIbased operating syste )
operating system.
4. The file system is arranged | The file system is arranged in a
in hierarchical manner. parallel manner.
5. Unix is not user friendly. 1t is user friendly.

What are the various issues in access control ?

I lated to control are :
1. Appropriate role-based : #
i Users should only be given access to systems that they need 0
access, and at alevel that’s appropriate to their role. ;

ii.  Good practice is to ensure that access privileges (and changes) aré
.approved by a sufficiently senior director or manager. .

iii. Finally, access privilegesshould be reviewed regularly and amended

as part of a process of security governance.

ii. ‘When there are a lot of different systems that require a passwo
to access thenit is not uncommon for employees and even busint

. owners to use the same password across the board.

iii. Even when employees are required to change their passw
regularly though, there s still the problem of using passwords
are weak and easy to crack.
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iv. Itislogical why people would do this since remembering multiple
passwords can often be impractical. 5 s
3. Poor user education : ;
a One of the most important aspects of improving the security of
pany data is educating employees about risk.
b. Employees could easily be doing things that are putting our data at
¢. Human erroris always one of the biggest security risks for company
so we should be aware of this and take steps we can educate our
employees, including risk-training programs.

=Tk s o
| PART-2

).'| Describe browser isolation.

1 hl;t;wser isolation is a cyber security modelfor web browsing t.hat can be
used to physically separate an internet user’s browsing activity from
their local machine, network and infrastructure.

2. With this model, individual browser sessions are abstracted away fr?m
hardware and direct internet access, trapping harmful activity inside
the disposable environment.

3. Browser isolation may also be referred to as
web isolation or remote browsing.

4. A major weakness in popular security tools is protection from web or
browser-based attacks, malware and rans e.

5. By separating browsing activity from endpoint hardware, the device’s
attack surface is reduced, sensitive data is protec.tefl a.nd malware or
other known and unknown security threats are minimized.

6. This is an evolution of the cybgr security concepts of security through
physical isolation and air-gapping.

_ Explain working of browser isolation.

te browser isolati
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L Browseriaolaﬁonworksbypmvidinguserswithadisposablg,
persistent environment for browsing.

2. This can be executed through a variety of methods but involves
virtualization, containerization or cloud browsing.

3.  When a user closes the browsing session or the session is timed out,
isolated environment is reset or discarded.

4. Any malicious code or harmful traffic is discarded as well, preventing it.
from ever reaching the endpoint device or network. b

5. The browser isolation method treats all files and t equally.
by labeling them as untrusted or blacklisted unless otherwise specified.

6. Within the isolated environment, files can be rendered remotely or
sanitized without the need to download them.

7. Thisisdifferent from other security methods that do not treat informatis
equally and filter content based on potential threatening signs.

m Define browser isolation technology. What are brow
isolation vendors ?

Browser isolation technology : Browser isolation technology is a
technology delivered to customers through a cloud browser, a container, a
virtual machine or browser isolation technology hosted on a server.

Following are the browser isolation vendors :

Apozy

Authentic

Ericom J
Menlo security

Symantec

WEBGAP

_ w What are the advantages and disadvantages of browser
isolation ? *

s gmEs

Advantages of browser isolation :

L. The primary benefit to browser isolation is reduci the d of
malware through web browsers, e b 4
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2. Itismoreeﬂ‘echvethnnothermb—vmapphahnnmethodsmn
does not need to be programmed to find specific threats or risks.

Disadvantages of browser isolation :

1. The installation of k isolation can be complex or expenst

Browser isolation may cause users to experience slight delay or lag
times when browsing.

1. Web security is the process of ing
from unauthorized access and modification.

fidential dat 3 amli

2. This is accomplished by enforcing strict policy measures.

3. Websites are scanned for any possible vulnerabilities and malware
through website security software. This software can scan for backdoor
hacks, redirect hacks, Trojans, and many other threats,

4. A website security software notifies the user if the website has any
issue and provides solutions to address them.

5. Itisthe cumulative phrase for all of the methods and measure that we
can use and enforce to keep the files behind our website and any data of
our customers safe.

6. Security should be built into our website from beginning, but certain
systems, the likes of WordPress, allow us to easily install security
measures at any time at little or no cost.

7. The goal of web security is to identify the following :

i Critical assets of the organization

il. Genuine users who may access the data

iii. Level of access provided to each user

iv, - Various vulnerabilities that may exist in the application
v.  Data criticality and risk analysis on data exposure,

vi.  Appropriate remediation measures.
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L  Threat modelling is a procedure for optimizing network security &
identifying objectives and vulnerabilities, and then defining counter
measures to prevent, or mitigate the effects of threats to the system. ]

2. Inthiscontext, a threat is a potential or actual adverse event that may
be malicious (such as a denial-of-service attack) or incidental (such as
the failure of a storage device), and that can compromise the assets o
an enterprise.

3. The key to threat modelling is to determine where the most effort
should be applied to keep a system secure. {

4. Threat modelling is an iterative process that consists of defining
enterprise assets, identifying what each appheatwndoeswﬂ!respect 0
these assets, creating a security profile for each application, identifyin,
potential threats, prioritizing potential threats, and documenting adverse
events and the actions taken in each case. ;

5. Threat modelling is a structured approach to identifying, quantifyi
and addressing threats.

6. It allows system security staff to communicate the potential damage of
security flaws and prioritize remediation efforts.

Purpose of threat modelling :

1. The purpose of threat modelling is to identify, communicate, and
understand threats and mitigation to the organisation’s stakeholder’s a

2. Documentation from this process provides system analyst and defenders
with a complete analysis of probable attacker profile. f

Discuss threat modelling methodologies.

Following are the threat modelling methodologies :

L mt : STRIDE is a methodology that provides a mnemoni¢ fo
security threats in six categories :

a. Spoofing : An adversary posing as another user, component, 0

other system that has an identity in the system being modelled:

b. Tampering: The modification of data within the system {o achief®
amalicious goal. 'z

e Repudh.ﬁ?n’: Theablhty of an adversary to deny perfol

some malicious activity in absence of sufficient proof.
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4 Information disclosure : The exposure of protected data to 2

user that is not otherwise allowed access to that data.
e nmumsnhm»Mwmmwmumww
prevent legitimate users from accessing the service.

2 DnEAD:DREADwupoposed{orthnatnw«bllingbutdneto

inconsistent ratings it was dropped by Microsoft in 2008, Itis g

used by open stack and many other corporations. It provides a mnemonic

for risk rating security threats using five categories -

a. Damage potential : Ranks the extent of damage that would occur

if vulnerability is exploited.

Reproducibility : Ranks how easy it is to reproduce attack.

c. Exploitability : Assigns a number to the effort required to launch
the attack.

d. Affected users: A value characterizing how many people will be
impacted if an exploit become widely available.

e.  Discoverability : Measures the likelihood how easy it is to discover
the threat.

PASTA:

i The Processfor Attack Simulation and Threat Analysis (PASTA)is
risk-centric methodology.

ii. The purpose is to provide a dynamic threat identification,
enumeration, and scoring process.

Upon completion of threat model security, subject matter experts

develop a detailed analysis of the identified threats.

iv. Finally, appropriate security controls can be enumerated. This helps
developer to develop a asset-centrie mitigation strategy by analyzing

attacker-centric view of applicati j

¥

§

L Thefocusisinuxhxgthreatmdebnr‘nkmu

il Threatnmdelsmhuedmww

iii The requirements model establishes the stakeholder-defined

acceptable level of risk assigned to each asset class.

Analysis of the requirements model yields a threat model from

whichthmhmidnnﬁﬁedudmd!h:m 3

V. The completed threat model is used to build a risk model
basinotamc,robs,aeﬁom.mdubuhndrhkm. o

VAST:

i VASTisanmmymfoerd,Agﬂe,and&mph‘ Threat g

! ] meodelling.
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fil. Tt provides a unique application and infrastructure visualizatioy

scheme such that the ereation and use of threat models
require specific security subject matter expertise,
6. Attack tree:

i Attack trees are the conceptusl diagram showing how an asset, '

target, might be attacked.

~ i These are multi-level diagram consisting of one root nods, le

and children nodes,

iil.  Bottom to top, child nodes are conditions which must be satisfied ta

_ make the direct parent node true,

iv, An attack in considered complete when the root is satisfied E

node may be satisfied only by its direct child nodes.
1. Co-m\'ulnanbﬂlvyleoﬂa.m (CVSS) :

"L 1t provides a way to capture the principal characteristiés of

vulnerability and produce a numerical score depicting its

L T-MAP s an approach which is used in Commercial Off The §

(COTS) nystems to caleulate the weights of attack paths

fi. ~ This model is developed by using UML class diagrams, accoss ¢
W05 dingrams, valnerability elass disgrams, target asset class ding

and affectod valuo class diagrams.
ERRRATH] Bxviain tools used for thrests modeling.

Tools used for threat modelling :

Title of PDF Document
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¢ It connects with other several different tools like OWASP ZAP,
BDD-Security etc., to facilitate automation and involves fully

a  Itisathreat modelling and risk management tool.

b. Mmﬁnﬁﬁedundqmnﬁﬁedl:umducﬁngmtommd attack
simulations to current and future IT architectures, and provides
dcchimlwputhnedonthﬂndina

¢ securiCAD is offered in both commercial and community editions.

6. 8D elements by security compass : It is a software security
requirements management platform that includes automated threat
modelling capabilities, :

6. Modelling attack trees : Commercial tools like SecurITree,

and open source tools like ADTool, SeaMonster are used
to model attack trees.

7. Tiramisu :
s This tool is used for T-MAP approach,

b It is used to calculate a list of all attack paths and uce overall
thnnuinlermoﬂohl'ddltdttmkpath. prod

mgwwm.mmn

All l}m-_n modelling process start with creating visual mprﬁenhtbn of
application or system being analyzed. There are two ways to create visual
representation : AN G e ’

a thnlwhﬂonuhgdsuﬂwdlw:

L The Microsoft .PASTAmd’Pﬁkeenchdevelopavimal
representation of the a; ion-i utilizing data flow
diagrams (DFD).

2 DFDs are used to provide a high-level visualization of how an
mhﬁonwrhﬁthinnmwme,m,mdmnip\ﬂate

3. ’lhemuptoftmubomduhamaddedbyaecuruy essionals
hmtﬁemptumahfhcmtpplkabbfuthnatmo;:gng.

4 DFDs are used to identify broad categories usually using STRID
<. . threat classification scheme. v e

5. The lst of threats identifies throvgh such motlisd,
thmapoorstarﬁngpoimforthemodelling.

6. DFDbuedappmachusesthreemainstepc:
i Viewsyutemasanadvmary

is limited and

Thisisthe subtitle of PDF, Use long text here.
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il.  Characterize the system
iii. Determine the threats

7. DFD based approach has certain weakness : .

i DFD does not accurately represent design and flow oi‘ 1
application. .

ii. Theyanalyse how data is flowing rather than how user interacts
with system. - |

iii. DFD based threat modelling has no standard approach due to |
which different people create threat models with different
output for the same scenario or problem.

b. Visual representation using process flow diagram :

1. Todeal with the limitations of DFD based threat modelling Process
Flow Diagrams were introduced as a tool to allow Agile software
development teams to create threat models based on the apphcatlon J
design process.

2. These were designed to illustrate how attacker thinks. ]
Attacker does not analyze data flow. Rather, they try to figure out
how they can move through application which was not supported
in DFD based threat modelling. )

4. Their analysis lays emphasis on how to abuse ordinary use cases to'
access assets or other targeted goals.

of user interactions.
6. Following are the steps for PFD based threat modelling :
i Designing application’s use cases.

ii. The communication protocols by which individuals move
between use cases are defined. y

iii. Including the various technical controls such as a forms, cookies
etc. :

7. PFD based threat modelling has following advantages :
i PFD based threat models are easy to understand that do not
require any security expertise. '

ii. ~Creation of process map-showing how individuals move

through an application. Thus, it is easy to understand’
application from attacker’s point of view.

| What is rendqung? Discuss rendering engine. List some
rendering engine in web browser. ‘
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i  Rendering or image synthesis is the automatic process of generating a
photorealistic-or non-photorealistic image from a 2D or 3D model by
means of computer programs, Also, the result of displaying such a model
is called a render.. ) ..

ji. Arenderingengine is often used interchangeably with browser engines.
It is responsible for the layout of our website on our audience’s screen.

iii. A rendering engine is responsible for the paint, and animations used on
our website.

iv. It creates the visuals on the screen or brightens the pixels exactly how
theyaremeanttobetongethefeelofthewebmfeﬁkehothmmﬁe
to be.

v. Steps for what happens when we surf the web :
1. We type an URL into address bar in our preferred browser.

2. The browser parses the URL to find the protoeol, host, port, and
path. It forms a HTTP request.

3. To reach the host, it first needs to translate the human readabl
host into an IP number, and it does this by doing 2 DNS lookup on
the host.

4. Then a socket needs to be opened from the user’s computer to that
IP number, on the port specified (most often port 80).

5.  When a connection is open, the HTTP request is sent to the host.
The host forwards the request to the server software configured to

listen on the specified port.

7. The server inspects the request and launches the server plugin
needed to handle the request.

8. The plugin gets access to the full request, and starts to prepare a
HTTP response.

9. The plugin combines that data with some meta data and sends the
HTTP response back to the browser.

10. The browser receives the response, and parses the HTML in the
response. A DOM tree is built out of the broken HTML.

11. New requests are made to the server for each new resource that is
found in the HTML source (typically images, style sheets, and
JavaScript files).

12, Stylesheets are parsed and the rendering information in each gets
attached to the matching node in the DOM tree.

13, JavaScript is parsed and executed, and DOM nodes are moved and
style information is updated accordingly.

Thisisthe subtitle of PDF, Use long text here.
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14. The browser renders the page on the screen according to the DOM
tree and the style information for each node. i

15. We see the page on the screen.

L Blink: It is used in Google Chrome, and Opera browsers.

2 _WBbmt:Itmwdeafaﬁbmmn. P
8. Gecko: It is used in Mozilla Firefox browsers. .
4. Trident: It is used in Internet Explorer browsers.

5. EdgeHTML :Itis used in Edge browsers.

8. Presto : Legacy rendering engine for Opera.

i

ie 3.20. | Explain browser isolati

in detail.

User Interface (UI) is a series of pages, screens, buttons, forms 2

other visual elements that are used to interact with the device. ery.

app and every website has a user interface. ‘ -

4. User Interface (UI) design is the creation of graphics, illustrationli; an
use of photographic artwork and typography to enhance the display and
layout of a digital product within its various device views.

Title of PDF Document
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5. Interface elements consist of input controls (buttons, drop-down menus,
data fields), navigational components (search fields, slider, icons, tacs;
informational components (progress bars, notifications, message boxes).

2. | Describe cookies and frame busting.

Cookies : :

1. These are small text files that the web browser stores on the computer.

2. The first time we visit a page on the internet, a new cookie is created,
which collects the information that can be accessed by the website

operator. ——

8.  H , some br store all cookies in a single file.

4. Theinformation in this text file is in turn subdivided into attributes that
are included individually. = . ! Y

Frame busting :

1. Frame busting refers to code or annotation provided by a web page
intended to prevent the web page from being loaded in a sub-frame.

2. Frame busting is the recommended defense against click-jacking and is
also required to secure image-based authentication such as the sign-in
seal used by Yahoo.

3. Sign-in seal displays a user-selected image that authenticates the Yahoo
login page to the user.

4. Without frame busting, the correct imageis displayed to the user, even
though the top page is not the real Yahoo login page. .

5.

extract and inject data into frames makes frame

New advancements in’ click jacking techniques using drag and drop to
critical,

éven mare

Major web server threats are :
1. Injection flaws :
a. Injection flaws, such as SQL, 08 injection occur when untrusted
data is sent to an interpreter as part of a command or query.

i, b The attacker’s hostile data can trick the interpreter into executing
unintended commands or accessing data without proper
authorization. M i

"2 Sensitive data exposure :

a.  Many web applications and APIs do not

properly protect sensitive
-data such as financial, healtheare. e
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b. Attackmmaystealarmodlﬁw\mhweﬂklymmedmm onduct
credit card fraud, identity theft, or other crimes. - . :
¢.  Sensitive data may be compromised without extra protection, such
asencryption at rest or in transit, and requires special precau _
when exchanged with the ‘browser. N
8. XML external entities : '
a. Many older or poorly configured XML processors evaluate external
entity references within XML documents.
b. External entities can be used to disclose internal files using the ﬁla
URI handler, internal file shares, internal port scanning, remote.
code execution, and denial-of-service attacks.
4. Broken access control :
a. Restrictions on what authenticated -users are allowed to do are;
often not properly enforced.
b. Attackers can exploit these flaws to access unauthorized
functionality and/or data, such as access other users accounts, view
sensitive files, modify other users, data, change access rights, ete.
5. Cross-Site Scripting (X88) :
a. Injects malicious code from a trusted source to execute scripts in
the victim’s browser that can hijack user sessions or redirect the
user to malicious sites. ‘
b. Cross-site scripting is a common vector that inserts malicious code
into a web application found to be vulnerable. W
"¢. Unlike other web attack types, such as SQL, its objective is not our
web application. Rather, it targets its users, resulting in harm | '
our clients and the reputation of our organization. i
6. Reflected XSS: |
a. Reflected XSS use a malicious script to reflect traffic to a visitof ]
browser from web application.
b. Initiated via a link, a request is directed to a vulnerable webmt‘é.
c.  Webapplication is then manipulated to activate harmful scnpta 4
7. Cross-Site Request Forgery (CSRF) : "
a. It is also known as XSRF, Sea Surf, or session riding, cross-s e
request forgery deceives the user’s browser-logged into. our
application-to run an unauthorized action.
b. A CSRF can transfer funds in an authorized manner and changé
i _passwords, in addition to stealing session cookies and business dats:
8. Man in the Middle Attack (MITM) : i
a Amanmthemlddleattackcan occur when a bad agtor positi
1f betw tion and an unsuspecting user.

en applic
b. MITM canbe uaedfone,avesdroppmg or impersonation. 1.
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c. _ Meanwhile, account credentials, credit card numbers, and other
personal information can easily be harvested by the attacker.

9. Phishing attack :

a.  Phishing can be set up to steal user data, such as credit card and
login information.
b. The perpetrator, posing as a trustworthy entity, fools their prey
into opening an email, text memo, or instant message.

Then attract to click a link that hides a payload.

Such an action can cause malware to be covert installed.

e. It is also possible for ransomware to freeze the user’s PC, or for
sensitive datato be passed.

10. Remote File inclusion (RFI): 2
a. Remote File Inclusion (RFI) exploits weaknesses in those web

applications that dynamically call external seripts.
b. Taking advantage of that function, an RFI attack uploads malware
and takes over the system.

11. Using components with known vulnerabilities : It occurs when
attackers are able to take control of and exploit vulnerable libraries,
frameworks, and other modules running with full privileges.

12. Insufficient logging and monitoring :

a. Insufficient logging and monitoring, sllows attackers to attack
t maintain persist pivot to more systems, and tamper,
extract or destroy data.

13. Backdoor attack:

a. Being a form of malware, a backdoor circumvents login
thentication to enter a syst
b. Many organizations offer employees and partners remote access to
application resources, including file servers and databases.

a o

c. This enables bad actors to trigger system commands in the
compromised system and keep their malware updated.

d.  The attacker’sfiles are usually heavily cloaked, making detection
problematic,
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currently authenticated.
CSRF attacks specifically target state-changing requests, not theft of
data, since the attacker has no way to see the response to the forged
‘With the help of social engineering (such as sending a lmk via emall' o]
chat), an attacker may trick the users of a web application into execut;

ctions of the attacker’s choosi

®

SINE.

Website
visitor

A visitor clicks

Perpetrator embeds on the link,
the request into a inadvertently
“hyperlink and sends sending the
it to visitors who may - N t request to the
be logged into the site ebsite validates requesi ARt .
; @ and transfers funds from
the visitors account to the
perpetrator
Perp Website
Perpetrator forges a request for
a fund transfer to a website —

If the vietim is a normal user, a successful CSRF attack can force
user to perform state changing requests like transferring funds,
their email address, and so forth.

If the victim is an administrative account, CSRF can compromise the
entire web application. v,
Cross-Site Request Forgery (CSRF) is an attack vector that tricks a WQ
browser into executing an unwanted action in an application to which
user is logged in.

A successful CSRF attack can be devastating for both the business
user. It can result in damaged client relationships, unauthorized
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transfers, changed passwords and data theft-including stolen session
cookies.

As the unsuspecting user is authenticated by their application at the

time of the attack, it is impossible to distinguish a legitimate request
from a forged one.

| How can we prevent CSRF attack ?

We can prevent CSRF attack in two ways :
L

1

On user side : User side prevention is very inefficient in terms of
browsing experience, prevention can be done by browsing only a single
tab at a time and not using the remember-me functionality.

On server side :

a. There are many proposed ways to i pl CSRF protection on
server side, among which the use of CSRF tokens is most popular.

b. A CSRF token is a string that is tied to a user’s session but is not
submitted automatically.

c.  Awebsite proceeds only when it receives avalid CSRF token along
with the cookies, since there is no way for an attacker to know a

user specific token, the attacker cannot perform actions on user’s
behalf.

When does CSRF attack takes place ?

For a CSRF attack to be possible, three key conditions must be followed

A relevant action :

a.  There is an action within the application that the attacker has a
reason to induce.

b.  This might be a privileged action (such as modifying permissions

for other users) or any action on user-specific data (such as changing
the user’s own password).

2. Cookie-based session handling :

a.  Performing the action involvesissuing one or more HTTP requests,
and the application relies solely on session cookies to identify the
user who has made the requests,

b.  There is no other mechanism in place for tracking sessions or
validating user requests.
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di est parameters :
[ 3. No unpredictable requ ‘ ‘
: 1 that perform the action do not contain any parametey
" m:u thepe‘ k t determine or guess.
i their password, th
. F emmle,whencaumgausertochange '
> f:;dion i: not vulnerable if an attacker needs to know the value of

\ the existing password.
- Write short note on cross-site scripting (XSS).
1 Cross-site scripting (XSS)is

| athirdpartytoexecuteascriptinthe

vulnerability in a web application that allow
user’s browser on behalf of th

web application. T ‘
9. Cross-site scripting is one of the most prevalent vulnerabilities presenf
- onthe web. .
3. The exploitation of XSS against a user can lead to various consequence
suche:s t compromi t deletion, privilege escalati on

malware infection and many more. :

4. It allows an attacker to masquerade as a victim user, !
actions that the user is able to perform and to access any of the use

Depending on the context, there are two types of XSS :
1. Reflected XSS: F
i, Ifthe input has to be provided each time to execute, such XSQ
called reflected.
i These attacks are mostly carried out by delivering a payload di

to the victim.
iii. Victimrequests a page with a request containing the payload uq‘
the payload comes embedded in the response as a script. |
| iv. Anexample of reflected XSS is XSS in the search field. ’

L
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i isit to the
Perpetrator injects the Website For each visit to 11
website with a malicious @ w.!,.,zf, zhe' ma&am
script that steal each script is/activa

yisitor's session

cookies

@ ;

FOCF S S T L bei
Perpetrator | Visitor's session cookie W_ itor
e is sent to perpetrator S

@ Perpetrator discovers a
website having a
vulnerability that enables

2. StoredXSS:
a.  When the response containing the payload is stored on the server
in such a way that the script gets executed on every visit without
submission of payload, then it is identified as stored XSS.

b. An example of stored XSS is XSS in the comment thread.

Website

1. Attacker gets malicious data into the

Parpetaton database (no social engineering required)
. . 3.Bad
2. Entirely innocent request retriev:spp
4. Response includes malicious Websit Halicwas
ebsite
data as active content data fmd
usesit
verbatim

Fig. 32830

‘Que 3:&9‘.:?' Write short notes on following :

i. Cross site scripting,
ii. Why is HT'TPs not used for all web traffic ?

AL T4

i.  Refer Q.3.27, Page 3-23W, Unit-3.
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ii. HTTPsis not used for all web traffic because :

1. The cost of operations : Although servers are faster a d
implementation of SSL is more optimized, it still costs more than

doing plain http.

2. Does not work with virtual hosts : Virtual hosts allow the Web
host to serve multiple websites from the same physical server with
the same IP address. It works with regular HTTP connections, but

it does not work with HTTPs.

The protection methods used for CSRF are :
1. Anti CSRF Token:

a  This is a cryptographically strong string that is submitted to the:

website separately from cookies.

b. This can be sent as a request parameter or as an HTTP header. )
and correct:

0. | Explain protection methods used for CSRF.

¢. The server checks for the pr

when a request is made and proceeds only if the token is co

and the cookies are valid.
2. HTTP PUT method:

a. The PUT methed is used to create instances of a resource on the

Server.

b. Itis similar to POST except that sending the same PUT reques
2 multiple times does not do anything extra. :
c.  Ifthe server is using PUT method for sensitive actions then there
is no need for any additional CSRF protection (unless Cross-Origin
Resource Sharing is enabled) at that endpoint.

t cannot be duplicated through a web

page like POST request, (HTTP forms do not allow PUT requests),

d Itisb the PUT req

3. HITP bea'er authentication :

aubmﬂedbythe browser automatically.

" There are problems and potential bypasses to each of these methods:

d— Anti CSRF tokens do not have a fixed standard so their generation
ds solely on how developers mtendea

hanism and use dep
to be. .
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e.

Due to this lack of a standard, a lot of implementation specific
loopholes exist in web applications.

| Explain different ways used to prevent XSS.

Different ways used to prevent XSS are:
1. Escaping:

The first method used to prevent XSS vulnerabilities from appearing
in our applications is by escaping user input.

Escaping data means taking the data an application has received
and ensuring it is secure before rendering it for the end user.

By escaping user input, key characters in the data received by a
webpagemllbeprevenwdfrombemgmterprefedmanymhcm
way.

In we are ing the data om-webpage receives in a
waythathl]dlsallowthe haract Iy <and> charact
from being rendered, which otherwise eould cause barm to the
application and/or users.

2. Validating input :

a.

Validating input is the process of ensuring an application is rendering
the correct data and preventing malicious data from doing harm to
the site, database, and users.

While whitelisting and input validation are more commonly
associated with SQL injection, they can also be used as an additional
method of prevention for XSS.

Whereas blacklisting, or disallowing certain, predetermined
characters in user input; disallows only known bad characters,
whitelisting only allows known good characters and is a better
method for preventing XSS attacks as well as others.

Input validation is especially helpful and geod at preventing XSS in
forms,asxtprwentsa m&m.ﬁmwmmw
fields, instead r the reg

3. Sanitizing:
a. A third way to prevent cross-site scripting attacks is to sanitize user

Thisisthe subtitle of PDF, Use long text here.

input.

Sanitizing data is a strong defense, but should not be used alone to
battle XSS attacks.

Sanitizing user input is especially helpful on sites that allow HTML
markup, to ensure data received can do no harm to users as well as
our database by scrubbing the data clean of potentially harmful

markup, changing unacceptable user input to an acceptable format.
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Following are XSS vulnerabilities : % J
1. Stored XSS vulnerabilities : 4

& Stored attacks are those where the injected script is ?ermanently
stored on the target servers, such as in a datab ina ge
forum, visitor log, comment field, etc.

b. The victim then retrieves the malicious script from the server when
it requests the stored information. Stored XSS is also referred to ag
Persistent or Type-1XSS.

2 Reflected XSS vulnerabilities :

o Reflected attacks are those where the injected sript is reflected off
the web server, such as in an error message, search result, or any
other response that includes some or all of the input sent to the
server as part of the request. ‘

b. Reflected attacks are delivered to victims via another route, such
as in an e-mail message, or on some other website.

¢. When auser is tricked into clicking ona malicious link, submitting

. aspecially erafted form the injected code travels to the vulnerabl

web site, which reflects the attack back to the user’s browser.

d.  'Thebrowser then executes the code because it came from a trusted

server. 1

e, Reflected XSS is also referred to as Non-Persistent or Type-1I XSS,

8. Server-side versus DOM-based vulnerabilities :

a. . XSS vulnerabilities were first found in applications that performed

all data processing on the server side. {

b. User input (including an XSS vector) would be sent to the server,

and then sent back to the user as a web page.

¢ 'l‘hel.xaed for an improved user experience resulted in popularity ot |

| | appheaﬁ?ns that had a majority of the presentation logic working
on the client-side that pulled data, on-demand, from the serve

using AJAX.

d fxs.theJavaScriptcodewasalm processing user input and rendering|

it in the web page content, a new sub-class of reflected XSS at}aﬁﬁf

started to appear that was called DOM-based cross-site seripting:

‘ e. InaDOM-based XSS attack, the malicious data does not touch th

web server. Rather, it is being reflected by the JavaScript cod

fully on the client side.

©00
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ii. The use of a key distribution center.
2 Theaewndprobhmnegatestheverymofawﬂﬂ‘y"‘"

ability to maintain total secrecy over the communication.
Applications for public key eryptography : The use of public key
cryptography is classified into three categories :

a. Encryption/decryption : The sender encrypts a message with the
recipient’s public key.

b. Digital signature : The sender signs a message with its private key.
Slgnmgmad:medbyaaymmdgnﬂmm&dm&em
or to a small block of data that is a functi

c quhmge.hoa&smmmmmumby.w
different approaches are possible, involving the private keys of one or

| Discuss public (asymmetric) key cryptography.

both parties.
1 In public key cryptography, there are two keys : a private key and
publickey, Qued3. | Difference between symmetric and asymmetric key
2. The private key is kept by the receiver. The public key is announced cryptography.

the public.

3. InFig. 4.1.1imagine Aaditya wants to send a message to Jyoti. Aaditya
uses the public key to encrypt the message. When the message ig
received by Jyoti, the private key is used to decrypt the message. i

4. In public key encryption/decryption, the public key that is used - ——

SRR

Kevthat is used ford ti 1 It uses a smgle key for both T uses two different keys—public
encryption is different from the private key is or decryp um. o omandd onof | key for s s
To the public ‘f data. key for decryption.
— ;:Ilyo::,: p“bh:ek: o j 2. Both the communicating | Both the communicating parties
Aaditya Jyayo private key 1 : parties share the same | should have at least one of the
algorithm and the key. matched pair of keys.
Plai : " L 3 The processes of encryption | The encryption and decryption
- phertext - Plaintext and decryption are very fast. Wmsb-erscmed
mn to symmetric-key eryptograp
i e 2 4. |Key distribution is a | Keydistributionisnota problem.
': [BBEH2T] What s the principle of publickey cryptography ? Discuss problem.
il the applications for public cryptograj " 5. | The size of encrypted textis | The size of encrypted text is more
| _ public key phy. same or less than the original | than the size of the original text.
1 text.
i Principle of public key cryptography : ¢ .
. L The concept of public key cryptography evolved from an attempt 0 EEHA] Describe RSA algorithm. In RSA, given e =7 and n = 3.

! solve the most difficult problems associated with symmetric encryption:

i m:mmmw already share a key, which has been distributed

Encrypt the message “ME” using 00 to 25 for letters A to Z.
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RSA algorithm : Refer Q. 4.4, Page 4-3W, Unit-4.

RSA algorithm : .
L RSAisapuhlickgyenuypﬁonalgoﬁfhm.mmedforitsinventOtS(Rlvest, ;
Shamir and Adleman). Numerical :
Stepl:p:ll,q=13

on the mathematical part that itis easy to
StepZ:n:pxq=11x13=143

2. The RSA algori is based
3 i rs together, but it is extremely

find and multiply large prime numbe
difficult to factor their product. Step 38 : Calculate
3. The RSA algorithm is shown as : #n)=(@-1@-1)
a.  Choose two large prime numbers p and g =(11-1)(13-1)=10x12=120
Step 4 : Determine d such that de = 1 (mod 160)

d = e~ mod 160

b. Calculaten=pxgq.
¢ Select the public key (i.e., the encryption key) e such thatitisnot a
factor of (p — 1) and (g - 1).
d.  Select the private key (i.e., the decryption key) d such that the
following equation is true :
dxe)mod p-1Dx(g-1=1
For encryption, calculate the cipher text C from the plain text M as

follows :

C=M*modn = —17 mod 120
£ Send Cas the cipher text to the receiver. 1 d =103
For decryption, calculate the plain text € from the cipher text Cas 4 Public key = {7, 143}
: Private key = {103, 143}

follows :
M=C"mod n ;
C) = M* (mod n)
Numestical: Encryption (C) (mod n
M=9
+C=9"med 143

1. Translate the numbers into letters : M=12and E=4
2 Encrypt each block M using, € = M7 (mod 3)
3. ForM=12

‘ (126 x 81 x 9) mod 148

= [(9* mod 143) x (9% mod 143)
(9! mod 143)] mod 143

€ =127(mod 8)
N 112;,;!23;““8) = 91854 mod 143 =48
For E =4 o j 7 1 mod =0 Decryption (M) = 13'® mod 143
C= £ (mod 3) 6. | Diwusspuhﬁckcyw~wmﬂlﬂ'i‘::
= 4" (mod §) 3 withsuit.hle-beps.wp-“,q-ll,c-'landd-”.c.lenhie'
} 3 for
=4 (mod §) =1 public key and private key and show encryption and decryption
The encrypted ciphertext ix: 0 and 1. plain text M = 88 by using €
Que d.b, Egplnlp R?A::I:orlthm. Perform encryption snd bo Yoay . + Refer Q. 4.1, Page 4-2W, Unit-4.
decryption using REA algorit m&”‘l‘-ll;'-l&c:’.n-& J mwm;ReferQ-‘lA»me‘U“i“‘-
Explain REA using example, i Numerical :
-‘% Stepl:p=17,¢=11
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Step2:n=pxq=17x11= 187

Step 3: Calculate ¢(n)=(p-1)(g-1)=16 x 10 = 160 -

Btepd:d=23ande="7 '

Public key is {7, 187)

Private key is (23, 187)

Encryption : Ciphertext is

C = M* mod n = 88" mod 187 = (88* mod 187) (B8® mod 187)

= (77 2 (77 x T7) x 88] mod 187 = 11
C=11
ion : Plaintext is
M =¥ mod n = 112 mod 187 = (11* mod 187) (11'* mod 187)

= [44 x (44 x 44 x 44) (117 mod 187)] mod 187
= [44% x 22] mod 187 = 88

i | What are the advantages and disadvantages of RSA ?

L

2,

3,

4

I ‘r'

vant of RBA:

Convenience : It solves the problem of distributing the key for

encryption,

Provides message authentication : Public key encryption allows

the use of digital signatures which enables the r ipient of a ge to

verify that the message is from a particular sender.

Detection of tampering : The use of digital signatures in public key

encryption allows the receiver to detect if the message was altered in

tranajt. Adigitally signed message cannot be modified without invalidating

the signature,

Provides non-repudiation : Digitally signing a message is related to
5 Age 18 rela

physically signing ad t. It is an acknowledg of the

and thus, the sender cannot deny it.

Disadvantages of RSA ;

1

2.

Public keys should/must be authenticated : No one can be
absolutely sure that a public key belongs to the person it specifies and s0
everyone must verify that their public keys belong to them.
Slow: Public key encryption is slow compared to symmetric encryption.
Not feasible for use in decrypting bulk messages. e
Uses more computer resources : It requires a | puter
supplies compared to single-key encryption. R
Widen'snnd security compromise is possible : If an attacker
deatsrmmes a person’s private key, his or her entire messages can be
read.
Loss of private key may be irreparable : The | private
means that all received messages cannot be demot:‘of * e
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What are the securities of RSA ? Perform encryption

ma;mpﬁmwumdmmmforp.17,q-u,a-7.d-aa,
m= !

Three possible approaches and securities of the RSA algorithm are :
1. Brute force:

o Thisinvolves trying all possible private keys,

b.  The defense against the brute force approach is to use a large key space.
2. Mathematical attacks :

a  Thereare several appronches used for factoring the product of two
primes.

b. The defense against mathematical attacks is to use factoring
performance as a benchmark against which to evaluate the security
of RSA.

3. Timing attacks : These depend on the running time of the decryption
algorithm. Counter-measures that can be used, includes the following :

a. Constant exponentiation time : Ensure that all exponentiation
take the same amount of time before returning a result. This is a
simple fix but does degrade performance.

b. Random delay : Better performance could be achieved by adding
a random delay to the exponentiation algorithm to confuse the
timing attack.

¢. Blinding : Multiply the ciphertext by a random number before
performing exponentiation. This process prevents the nttpck.ar from
knowing what ciphertext bits are being processed inside '.'he
computer and therefore prevents the bit-by-bit analysis essential

to the timing attack.

Numerical : Refer Q. 4.6, Page 4-6W, Unit-4.
m Write a short note on hybrid cryptosystem.

LA hyl;;id cryptosystem is a protocol using multip
types together.

i Inhybrid cryptosystem, we gener
cipher, and then encrypt this key
recipient’s public key. i

ii. The message itself is then encrypted using the symmetric cipher and
the secret key.

.. Both the encrypted secret key and the
to the recipient.

le ciphers of different

ate arandom secret key for a symmetric
via an asymmetric cipher using the

encrypted message are then sent
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. d o first, using his/her own private y . A
K Tk:; ﬁt;pthenmnt d“mecr};pbt:ttgh:ys;c:’ewt o the message. i 6. An ple of a digital pe is Pretty Good Privacy (PGP). & popular
! data cryptogr: aph_y software that provides cryptographic privacy and
vi.  The steps of hybrid encryption are: toke | data communication authentication,
1. Generate a symmetric key. The symmetric key needs to ept a - . . ¥
secret. } | Explain the digital signatures.
2. Encrypt the data using the secret symmetric key. ) ]
3. The person to whom we wish to send a message will share her rdRatoraeey . | el
public key and keep the private key a secret. 1 Dlgltal it ofd;gixtila pime h used for verifying the
i i i he receiver. age or t
4. Encrypt the symmetric key using the public key of N )
5. Send the encrypted symmetric key to the receiver. 9. Digital signature u'.ses thref algorithms :
6. . Send the encrypted message text a. Key Sznen;tlon : This algorithm selects a private key uniformly
. ' t om fr t of i i i
7. The receiver decrypts the encrypted symmetric key UBi':"E her :lgz:?thm is Piﬁa;tyomzzlziz:;mm&z;t of this
1 . private key and gets the symmetric key needed for decryption. b. Signing algorithm : It pr oduce si e by usi and
; | 8. The receiver uses the decrypted symmetric key to decrypt the private key. s
: message, getting the original message. ¢ Signa verifying algorithm : For a given m s
i ~ and public key, either accepts or rejects the messages claim to
f authenticity.
i 3. Fig. 4.11.1 shows the concept of digital signature.

A digital envelope is a secure electronic data container that is used to
i protect a message through encryption and data authentication.

A digital envelope allows users to encrypt data with the speed of secret
key encryption and the convenience and security of public key encryption.

Rivest, Shamir and Adleman (RSA) Public-Key Cryptography Standard
(PKCS) governs the application of cryptography to data for digital
envelopes and digital signatures. .

A digital envelope is also known as a digital wrapper.

Following methods may be used to create a digital envelope :

a. Secret key encryption algorithms, for message encryption.

b, Public key encryption algorithm from RSA for secret, key encryption
with a receiver’s public key.
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Message Signature) || Digital
(Plaintext) algorithm /1| signature
1
{

1 Key geheration algorithms : . .
Digital signatures are electronic signatures, which assures that the
message was sent by a particular sender.

i ‘ming digi i icity and integrity
While perfor: digital transactions authenticity
shouledplfe :ssured, otherwise the data can be altered or someone
can also act as if he was the sender and expect a reply.

a.

b.
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2 Signing algorithms :

N N . ;thms like email programg

8 Tocreate adigital signature, W‘S‘lﬂmd‘am which is to be signed.

create a one-way hash of the electronic 3 ;

b ms%!ﬁngalsuﬁmmthmmwmemshvdue using the private
key (signature key). . )

¢ Thisencrypted hash along with other information like the hashing
algorithm is the digital signature.

d  This digital signature is appended with the data and sent to the
verifier.

e. The reason for encrypting the hash instead of the entire message
or document is that a hash function converts any arbitrary input
into a much shorter fixed length value.

f. This saves time as instead of signing a long ashorter hash
value has to be signed and moreover hashing is much faster than
3. Signature verification algorithms :

a  Verifier receives digital signature along with the data.
b. It then uses verification algorithm to process on the digital signature
and the public key (verification key) and generates some value.
c It also applies the same hash function on the received data and
generates a hash value. Then the hash value and the output of the
* verification algorithm are compared. If they both are equal, then
the digital signature is valid else it is invalid.

Describe the steps used in creating digital signature.

m:tepstoﬂowedinﬂuﬁngdigihlsignnturem:

1. Message digest is mp .‘byapplyi.nghashfunction on the message
and tbenmessage digest is encrypted using private key of sender to
form the digital signature.

Digital signature is then tr;

2. itted with the ag

3. Receiver decrypts the digital signature using the public key of sender.
4. Thereceiver now has the message digest,
5.

6.

The recei can pute the age digest from the message.
The ssage digest computed by receiver and the
decryption needs to be same for ensuring integrity,

14, Wﬁte--hmtmtemhagepigentmmhuhfuncﬂon.

age digest got by
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1. The MD hashing algorithm is a one.wa cryptographic function that
accepts a message of any length as iﬂp\ltymd returmplf:outputo:ﬁnd
length digest value to be used for authenticating the original message.

2. The MD hash function can be yse crypt ic hash
algorithm for authenticating digital Bi;:t‘::-xre phic

3. MD has been deprecated for uses other than as a non-cryptographic
checksum to verify data integrity and detect unintentional dats
corruption.

4. Thegoal of any
to be random.

5. To be considered cryptographically secure, the hash function should
meet two requirements :

i.  Itis impossible for an attacker to
specific hash value.

age digest function is to produce digests that app

a hing a

ii. Itisimpossible for an attacker to create two messages produce
the same hash value. s

| Write the Digital Signature Algorithm (DSA) of Digital

Sigxgture Standard. What is the implication if same K (secret per
message) is used to sign two different message using DSA ?

Digital Signature Algorithm (DSA) : DSA is an asymmetric encryption
algorithm that works on two different key i.e., one public and one private to
produce digital signature.

L The sender generates a random number &, which is less than g.
2. The sender now calculates :
a.  r=(g* modp)modq
b. s =(K-YH(m) +xr)) med ¢
The values r and s are the signatures of the sender.
3. The sender sends these values to the receiver. To verify the signature,
the receiver calculates :
w=s""modg
ul = (H(m)* w) mod ¢
u2 = (rw) mod ¢
v =((g*'" y42) mod p) mod ¢
If v =, the signature is said to be verified. Otherwise, it is rejected.
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where,

p = A prime number of length L bits

g = A 160-bits prime factor of (o — 1

g=h?"Yamod p

x = Anumber less than g.

y =g* mod p.

H = Message Digest algorithm.
If same secret (k1, k2) is used for signing two different messages, it will
generate two different signatures (r1, s1) and (r1,52):

1. 81 = k1~ Yh1k2 + d(rl+r2)
2. §2 = k1~ Yh2k2 + d(rl+12))
where k1 = SHA512(m1) and h2 = SHA512(m2)
3. klsl—k1s2 = h1k2 + dr — h2k2—dr
4. k1(s1—82) = k2(h1-h2)

5. We cannot obtain &1, k2 from this equation and so this scheme is more
secure than original ECDSA (Elliptical Curve Digital Signature

Algorithm) scheme.
,.J What are the properties and requirements for a digital

swer
Properties of digital signature :
1. It must be able to verify the author, the date and time of the signature.
2. It must be able to authenticate the contents of the message at the time
of the signature.
3. There must be third (trusted) party who can verify the digital signature
to resolve disputes between the sender and receiver.
Requirements for a digital signature :
1. The signature must be in the form of a bit'pattern and relative to the
message being signed.
9. The signature must contain information thatis unique to the sender, 50
that forgery and denial can be avoided.
3. The process of creating, recognizing and verifying the digital signature
must also be oomparati_vely easy. Eiialeigna
4, Ahigh computational effort must be required to forge a digital signature:
6.  The copyof adigital signature must be retained in storage mechanism

. | Explain the variants of digital signatures.
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variants of digital signature are :
1. Timestamped signature :

a. Timestamped digital si taclidlp ati

to prevent replay attack. »

b. Inareplayattack, the documents can be replayed by a third party.

2. Blind signature : S Vi O

a. Blind signature is used when the sender mmmt to reveal
the contents of the message to the signer and just vnshes to get the
message signed by the signer.

b. Blind signatures are used in situations where the signer message
authors are completely different parties. e

c.  Blind signatures sch can be impl d by using a ber of
public-key digital signature schemes such as RSA and DSS.

3. .Undeniable digital signature : .

a. This scheme is a non self-authenticating signature sch in which
no signatures can be verified without the signer’s cooperation and
notification.

b. This scheme has three components :

i. Signing algorithm : This allows the signer to sign a message.
Verification (or confirmation) protocol : This allows the
signer to limit the users who can verify his or her signature.
Disavowal (or denial) protocel : Since the verification
process requires the involvement of the signer, it is quite
possible that the signer can freely decline the request of the
verifier. This protocol preventsthe signer from proving that a
signature is invalid when it is valid and vice-versa.

value in order

ii.

iii.

b 77| What is hash function ? Discuss SHA-512 with all
required steps, round function and block diagram.

Haah lencﬁm 3

. Lo . A

1. Acryptographic hash functionisa t:ralfsformahon that takes an inpul
and returns a fixed-size string, which is called the hash value:

A hash value h is generated by a function H of the form :

h=HM
where M is the variable length message and H(M) is the fixed length

hash value.
3. The hash value is appended
when message is assumed or

to the message at the source at a time

known to be correct.
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authenticates the message :

4. The receiver
\ has three ma
5. Theideal hash function hash for any given data.

: to calculate & ‘
a Itis extremely easy to ¢ Jat hagiven hash,

. text t
; mely difficult to calculate 8 |
b. Itisextre o different messages, howeVe, {

in properties :

Length
Counter|

It is extremely unlikely that tw
close, will have the same hash. PR

i Secure (SHA) : The algor ‘ag
Working of 1 Hash Algm'ithm“ a5 than 212 bits and produces g
input a message with maximum lengﬂ} of les * sed in 1024.bit bl
output a 512-bit message digest. The input is proce ocks,
The processing consists of following steps ! )

' i ding to the end of the

Step 1: Padding: The first step in SHA is to add pad  the en
Oﬁg‘i,nal message?n such away that the length of the message 18 64-bits short
of a multiple of 512. .
Step 2: Append length : The length of the message excludmg the length of 7y - What are the ¢ gt e
th':zaddiug is calculated and appended to the end of the padding as a 64-bit haracteristics of SHA function
block.
Step 3 : Divide the input into 512-bit blocks : The input message is o o o
divided into blocks, each of length 512-bits. These blocks become the input to v The lnal fumofian ik b sonfialis onh: h - M

the age digest pr ing logic.
9. The output produced by the hash function should always be of fixed

C

Paddin
Unit

Input message
Data Output

Input

Step 4: Initialize chaining variables : Five chaining variables A through length

E are initialized. In SHA, we want to produce a message digest of length " )

160-bits. Therefore, we need to have five chaining variables. 3. For any given message or block of data, it should be easier to generate
Step 5 : Process blocks : Main algorithm is executed in process block. the hash code.

4. Given a hash code, it should be nearly impossible to determine the

; X i corresponding message or block of data.
1 The round f\.mbc:;lon computes a new value for variable A and shifts all 5l Given a message or block of dats, it showhi nat-be. onally
e vmaA e onee per round: feasible to determine another message or block of data generating the
2., The computation for variable A is a five operand addition modulo 2% same hash code as that of the given message or block of data,
;mﬁomrm Jdependt on all input words, the round-dependent 6. No two messages or blocks of data, even being almost similar, should
2 @1 current message word W, . : : 8
Block diagram of SHA-512 ; be likely to have the same hash code. :
L The core is composed of w0 main it the SHAI Engine and the @UEA20,| Discuss public key distribution. Describe the various
2 TheS A ) schemes used for public key distribution.
’ bloik,}?hlilg thg b theA SHA.l loops on a single 512-bit message
B and o rt? Mdmgthe unit splits the input message into 512-bit G it v ! " o
e periorms the message padding on the last block of the L In public key cryptography, the key distribution of public keys is done
3. The processing of one 512-bit ALZesGh pabiicikay Sapey K and the
- ofone 512-bit block is performed {n g2 2 Wh key-pair, they keep one key private
it-rate achi 7 clock cycles and en a person creates a key-pair, 5
the bit-rate achieved is 6.24 Mbps / MHz, onthe input of the SIJ‘;AI core, other known as the public-key is uploaded to a server where it can be

accossed by anyone to send the user a private, ongrypted, message.
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sed for the dist

Schemes ¥
coment 3

1. Public snnoun

gin focus of pub
The blic; thatis, a user can §€

dbe .
::'u«}ther fl:er of broadcast it to al

_Themain problem :
b Jey while it isbeing transmitted. -

2 - public directory:

. 2 sc directory where the name mdp\iﬂi
a Publicdirectory sadvmamie AEOR 3 gistributed by some

key entry for each user is
trusted authority-

. cryption is that the public |,
blic key encire 4 his or her public k \
arge community.

is that of forgery- That is, anyone can forge the

ey to

i b This approach assumes that the public key of the authority is

{nown to everyone, however
¥mnown only to the authority.

the corresponding private key ig

-

o Eachuser hastoregister bisor ber publie key with the directory

authority.

d  Theusercanreplaceits existing key with a new one as perhi

her choice.
3. - Publickey aunthority:

a In public directory scheme, if the private key of the authority is

stolen, then it may resultin loss of data.

b, Thus, to achieve stronger security for public key distrib:

ix(:ion, a

tighter control needs to be provided over the distribution of public

keys from the directory.

¢ Inthis case, a central authority Aintains the dynamic directory

of the public keys of all the users. The user knows only the public
key of the authority, while the corresponding private key s secret!

to the authority. -

RQue 421 Discuss X500 certificates in detail. What is the role of

X509 certificates in cryptography ?. " -
ISWer ] it e

X.509 certificates: ol

151

srede:

K

Infrastructure
Infrastructure

| L In eryptography, X.509 is an ITU-T standard for a Public ey
l Manég'exhe“?

(P’KI)). ff“ si?glle ’sigala-o.nwavnd Privilegt?

2. * X.509 specifies, standard formats for public key certificates, certificate

! revocation lists, attribute

. ! algorithm.
3. X.509 defines a framework
by the X.500 directory toits user,

Title of PDF Document

certificates and a certification path validatio?

for the provision of authentication serviced

o

computer S8t Security
x.5.09 certificate is based on the use of public key cryptography and
digital signatures. i
The standard does not dictate the use of a specific algorithm but
recommenda RS
gk 509 certificates format is used in S/MIME, 1P security and SET.
Roleof X.509 certificates in cryptography : 2
erify that a public key belong to the user, co -
;{;e:ﬁfy contained within the certificate. / mpu:er o ‘ .

Tovalidate the identity of eni:rypted data. -

4-17 W(CC-Sem-3 &4)

4

b.

2.
{ =z e 4_22;-‘| Discuss X.509 digital certificate format.
SR

e

Forn;at of X.509 certificate: % sosiire YT ireee e
The general format of a X.509 digital certificate is shown in Fig.4.22:1. -

_ Version

Certificate serial '
number

Signature i
algorithm }[~~ ~ Parameters |
identifier

&

)

o

E
Version 1

—

I

&

=

®

i1

B

®

B

o
Version 2

Validity

Period of {

Version 3

Parameters

public key
information

Subject's {

Issuer unique identifier

Subject unique
identifier

Extensions

5
L
Bignature {-__A_lssr.lt_hn;s’____- Ig
=
L}

[Fig 4221509 format]

b
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o  on ; Differentiates among successive versions of the coptin:
1 yaﬂ:ﬂme default is version 1. If the Issuer Unique Identifier g:g‘?{&'e
31 u:niqu'e Identifier is present, then the value must be version 2.1 ohlecg
more extensions are present, the version must be version 3, € o
s ber : It is aunique inte, alue withi PN

2. . Serial num : que ger value within the isgy;
(Certification Authority) that is unambiguously associated m&gtﬁﬁ'
certificate. i
2. Signature algorithm identifier : This algorithm is used to gio.. .. |
. certificates together with any associated parameters, S18m the
4. Issuer name : X.500

i
i
¥

name of t| i g
! - by e of the CA'that created and signed th,
It ‘5. Period of validity : Consist of two dates : the first and last onwhist .«
i certificate is valid. or Which the
2 6. Subject name : The name of the user to whom this certificaf ’
- - ., te
This certificate certifies the public key of the subject who ho]x::i?e"
corresponding private key.

7. Sul-)j ectts publickey information : The public key of the subject, ph
an identifier of the algorithm for which this key is to be used, tog;thux
with any associated parameters. =

8. Issuer uniqueidentifier : An optional bit string field used to i i
uniquely the issuing CA. @y

9.

Subject unique identifier : An optional bit string
uniquely the subject in the event that X.500
different entities.

field used to identify
name has been reused for

10. Extensions : A set of one or more extension fields. Extensions were
added in version 3.

11. Signature: Cover all other fields of the certificate. It contains the hash

f:ode of the other fields encrypted with the CA’s private key. This field
| includes the signature algorithm identifier.

423.| What do

o ke

you mean by PGP ? Discuss its application.

i 1. PGP (Pretty Good Privacy) is an encryption algorithm that provides
it _ cryptographic privacy and authentication for data communication.
, 2. PGP uses a combination of public-key and conventional encryption to
provide security services for electronic mail message and data files.
3. PGP provides five services related to the format of messages and data

1 files : authentication, confidentiality, compression, e-mail compatibility
i and segmentation. 4

Title of PDF Document
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ofPGP: 8 iy Tod el I
APPucadanovides secure encryption of documents and data files that even
1 gi;’:e d super computers are not able to crack.

- uthentication, PGP employs the RSA public-key encry g sﬁh:l?:; :
! Ilh MD5, a one-way hash function to form a digital signature thas
and z the receiver that an incoming messages-is authentic (that it
::::;: from the alleged send and that it has not been altered).

2.

'Q‘;g424 7| Discuss the steps that are followed for the t sssion
{Quo S ] transm‘; i
and reception of PGP messages. 3

[Answerc

The PGP

following steps i C

1. If signature is required, the hash cot.ie of the uncompr?ssed plaintext .
" message is created and encrypted using the sender’s private key.

5. Theplaintext messageand the signature are compressed using the ZIP
’ compression algorithm.

are tra

d from the sender to receiver using

3. The compressed plaintext message and compr-essed signature are
i encrypted with a randomly generated session key to provide
confidentiality. The session key is then encrypted with the recipient’s
public key and is added to the beginning of the message. ey
4. The entire block is converted to radix-64 format. A
On receiving the PGP message, the receiver follows the following steps : <
1. The entire block is first converted back to binary format. {

9. Therecipient recovers the session key using his or her private key, and
then decrypts the message with the session key. o1

3. The decrypted message is then decompressed.
Ifthe message is signed, the receiver needs to verify the signature. For

this, he or she computes a new hash code and compares it with the

received hash code. Ifthey match, the message is accepted; otherwise, it
isrejected. -

Thisisthe subtitle of PDF, Use long text here.
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Following are the real world p'r:ovtocols': :
1. - SSLarchitecture: i ¥ a on )
i The Secure Socket Layer (SSL) protocol provides exchange of
information between a web browser and a.web server in a secyrg
Emanner. ¥ I aiiat e 1023 #EAE e

i’ Itsmainaim isto provide entity authentication, message integrity

and confidentiality. -
SSLis an additional layer located between the application layer anq

the transport layer of the TCP/IP protocol suite. All the major'wep’

browsers support SSL.
2+ S/MIME : § ‘ kfieil . :
i Asecure version of MIME, S/MIME (Secure/Multipurpose Internef
£ Mail Extensions), is used to support encryption of email messages.
It is based on the MIME standard and provides the security services

§

i
for electronic messaging applications : authentication, message’
integrity and data security. | ! { ;
i " S/MIME uses public key cryptography to sign and encrypt e-mail. '
iv. Every participant hastwokeys: ‘
X : a  Aprivate key, which is kept secret.
g b. Apublickey, which is available to everyone. £
v, The following steps are taken in order to create a signed message
a The user writes the message as clear-text. 5
b.  The message digest is being calculated using SHA-1 or MD5.,
¢.. The message digest is being encrypted using the signer’s private.
: key (DSS or RSA).
3. - PGP:Refer Q. 4.23, Page 4-18W, Unit-4.
4. SET: )
i . Secure Electronic Transaction (SET) is a standard protocol for
securing credit card transactions over insecure networks, i.¢., the
internet. 5 A
ii SETisnot a payment system but rather a set of security protocolﬂ
and form§ts that enables users to employ the existing credit car
B payment infrastructure on an open network in a secure fashio®
f“ﬂ SET isbased on X.509 certificates with several extensions.

sli’triﬁmakes use of_ cryptographic techniques such as digit}il
:; cz;tes and public key cryptography to allow parties to ident
emselves to each other and exchange information securely:

Title of PDF Document
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v. The purpose of the SET protocol is to establish payment
!;ransactl-ons. It provides confidentiality of payment and ordering
information, and ensures the integrity of all transmitted data.

vii It facilitates and encourages
and network providers.” -

5. JPSec: . ¥ X !
i IP Security (IPSec) is a collection of protocols designed by the

Internet Engineering Task Force (IETF) to ids
packet at the network layer. e

4 IPSec is a capability that can be added to either version of the
Internet Protocol (IPv4 or IPv6), by means of additional headers.

IPSec encompasses three functional areas : authentication,
confidentiality, and key management. ‘

ipteygperatab_i]ity among software

ecurity for a

6. List the basic terminolygy used in cryptography. "

Some basic terminology used in cryptography :

1, Plaintext: Plaintext is a readable, plain message that anyone can read.

2 Cipher text : The transformed or coded g

3. Cipher:Analgorithm for transforming an intelligible message into one
that is unintelligible by transposition and/or substitution methods.

4. Key : Some critical information used by the cipher, known only to the
sender and receiver =

5. Encoding/Encryption: The process of converting plaintext to cipher
text using a cipher and a key.

6. Decoding/Decryption : The process of converting cipher text back

into plaintext usinga cipher and akey. s

i sng) : The study of pri ‘plesandméthods

" g'r{fa?;':xlixsil:g( ‘::xdmzfﬁl;ig)le messaug bapclr:‘ﬁo an intelligible
message without knowledge of the key.

_ Cryptology : The combination of cryptogl‘ ‘ ' s

9. Code : An algorithm for transforming an intelligible message into an

_unintelligible one using & wdgjboqk-

10. Substitution : Replacing one entit.t'.

11, . Tr ition : Shuffling the entities. s

3 Bl:cnl:l:::;\: + Processes theinput one block element and pmdu:e ona

output block.
' Stl‘l;am Cipher : Processes the one input element and o‘utputs one

element at a time.

aphy and cryptanalysis.

with other. -

13
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7 Discuss the functionality of S/MIME.

L

Theb

asic functionalities of S/MIME are : ]
Enveloped data : S/MIME supports enveloged data, which consistg -
the message containing any type of contents 1n encrypted form andthe
encryption key encrypted with receiver’s public key.

Signed data : This consists of the message digest encryp?ed using the
sender's private key. This signed message can only be viewed by the

receivers who have SSMIME capability.

Clear-signed data: This functionality is similar to the signed data that
allows the receivers to view the contents of the message even if they do
not have S/MIME capability. However, they cannot verify the signature,

Signed and enveloped data: In this, S/MIME allows nesting of signed-
only and encrypted-only entities, so that the encrypted data can be

signed, and signed or clear-signed data can be encrypted. .

* to restrict unsolicited, untrustwo

‘SSL‘, ‘TLS refers to the stan

el i

- ; } Yot i
Email security refers to the collective measures used to secure the
access and content of an email account or service

It allows an individual or organization t v s 10
: v o0 protect th -access to
one or more email addresses/accounts. F b ovesall et ¥

Email security is a term that encompass i hnic ‘
! ass! i to
R, gimienim npa gs mult}ple techn}(lgueﬁ used o

It also implements firewall and software-based spam filtering applications

from delivery to a user’s inbox, rihy and malicious email message?

transmission, dard protocol ‘used to secure email

Title of PDF Document
Thisisthe subtitle of PDF, Use long text here.

#/ComP

uuter System Security 4-23W(CC-Sem-3&4)

81 )Transport Layer Security (TLS) provides a way to encrypt a
communication channeTI between two computers over the internet.

1 Email certiﬁcates (S/MIME certificates), are digital certificates that can

" peused to sign and encrypt email messages. .

9, Whenwe encrypt an email using an email certificate, only the person
that we sent it to can flecrypt and read the email. The recipient can also
be sure that the email has not been changed in any way.

3. Anemail certificate is a digital file that is installed to our email application
to enable secure email communication. oo

16 "' g/MIME (Secure/Multipurpose Internet Mail Extension) is a certificate

that allows users to digitally sign their email communications as well
encrypt the content and attachments included in them. A

5. AnS/MIME email certificate allows usto:

a. Encrypt our emails so that only our intended recipient can access
the content of the message.
i b, - Digitally sign our emails so the recipient can verify that the email
. was, in fact, sent by you and not a phisher posing as you.

Qiie 4.30. | What is Transport Layer Security (TLS) ?

L

‘Answer ,
1. Transport Layer Security (TLS)is a protocol that provides communication
" security between client/server applications that con icate with each
other over the Internet.

2. Ttenables privacy, integrity and protectionfor the data thatis transmitted
between different nodes on the Internet.

3. TLS is a successor to the Secure Socket Layer (SSL) protocol.

4. Transport Layer Security (TLS)is aprotocol that provides authentication,
privacy, and data integrity between two communicating computer
applications. X oA

5. Itis the most widely-deployed security

and other applicatig,ns txlllag, require data to be securely exchanged over

a network, such as web browsing sessions, file transfers, VPN

" connections, remote desktop sessions, and Voice over P (V"IP)_- .

6. TLSis a cryptographic protocol that provides ex}d-to-end commun.lwtlfoﬁss

'security over networks and is widely used for internet communicatio

" and online transactions.

TLS primarily enables secure
transfer and most Internet-bas

protocol used for web browsers

Web browsing, applications access, data
od communication.
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ported data from bemg ea"esdrom

rans]
g. It preventsthe tranSmltted/t

or tampered.

9. TLS is used t0 secure
servers and more-

nsists of ¢
10. TlSPTl'I‘::i::;h ake protocol It enables the client and; semr

authenticate each other and select an encryption algorithm Priory, |

the data. N
- orks on top of the standard TCP Plotog

tocol: It wi
'b. gf:;::gat?l’xe created connection is secure and reliable; It alm

provides data encapsulation and dataencryption semces %

Web, browsers, Web servers, VPNs,

datahaxe {

7| What are the,compdn:ents of TLS ? Explain the vv‘?’"ﬁﬂg .

1.V TLS is used on top of transport iayer security protocol like TCP.
2. There are three main components to TLS : :
a. -Encryption:Ithides the databeing transferred from third partm

b. “Authentication : It ensures that the parties exchaugmg :
information are who they claim to be.

c. Integrity: It verifiesthat the data has not been forged or tampeled
with.

- Working of T_S3

1. ' A TLS connection is initiated usmg a sequence known as; the i
handshake.

© 2. ~The TLS handshake establishes a ﬁxpher suite for each commumcahﬂﬂ
Sesslon i

3. The ciphersuite is a set of algorithms that specifies details such'as Whl‘h
ehared °“°"YP“°D keys, or session keys, will be used for that P2

session. )
4. TLSisableto set the matching sessio ke c‘yptedm
known as public key cryptography. S e
‘5, 'tlzx: handshake also handles authentxcatwn, which usually ¢ consls"d

the :erver proving its identity to the client, This is done usiog w0
6.
Ry sty s sy ccopion %
am)|
ensure its authenticity, but(:);,ila ta encrypted with the private d i

" withthe private key, y the original sender can encryPt
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17, Once data is encrypted and authenticated, it is then mgned mth a message

. authentication code (MAC)

g The recipient can ‘then verify the MAC to ensure the integrity of the
data. :

SEHE

21| Explain internet protocol security (IPSec) in detail

WO
7 IP Secunty (IPSec) is a collection of protocols designed by the Internet

Engineering Task Force (IETF) to provide security fora packet at the

network layer.

i IPSecisacapability that canbe added to either version of the Internet

Protocol (IPv4 or IPv6), by means of additional headers.

iii. IPSec encompasses three functional areas : authentication,
confidentiality, and key management. :

a. The authentication mechanism assures that a received packet
was transmitted by the party identified as the source in the packet
header.

b. The conﬁdentlahty faclhty enables communicating nodes to
encrypt messages to prevent eavesdropping by third party.

¢. The key management facility is concemed with the secure
exchange of keys.

iv. IPSec has two modes of operation :

a. Transport mode : It is the default mode of IPSec wh.ldz provide
end-to-end security. It can secure communication between a client
and a server. 3 :

b. Tunnel mode : Tunnel mode is used between two routers, between
a host and arouter, or between arouter and a host. It isused when
either the sender or the receiver is not a host.

v. IPSec uses two protocols for message security :

a. Authentication Header (AH) :It covers the packet format and
general issues related to the use of AH for packet authentication.

b. Encapsulating Security Payload (ESP): It covers the packet

" format and general issues related to the use of the ESP for packet
encryption and, optionally, authentication..

Que4.33. Write a short note on the applications of IP security.

A e mhobndrarl

Applications of IP security : '

1. Secure remote Internet access : Using IPSec, we can make a local
call to our Internet Service Provider (ISP) so as to connect to our
organization's network in a secure manner from our home or hotel.
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: Rather than subscribing to e

)

ctivity a4
cting its branches across cities/countrigg

Secure branch office conneé
c-enabled netyvork to securely conneg

expensive borrow line for conné!
an organization can set up an IPSe:
all its branches over the Internet.

Set up communication Wit izations : IPSec allowg

h other organt ong¢
branches of an organization, and it cay

Lo s various e
+-connectivity betwoer etworks of different orgamthlons together

also be'used to connect then
in a secure and inexpensive

e advantages of IPSec?

fashion.

3 What are th

IPSecis transparent to the end users. Thereis no need for user training,

key revocation.

When IPSec is configured i
entry-exit point for all traffic making it
IPSec works at the network layer. Hence,
upper layersie., application and transport.

When IPSec is implemented in a firewall or a router,
and incoming traffic gets protected. ;
IPSec can allow traveling staff to have secure access to the corpora
network. ‘

IPSec allows interconnectivity between branches/offices in a very
inexpensive manner.

o work with a firewall, it becomes the only
extra secure.
no changes are needed to the

all the outgoing

What are the uses of IP security ?

IPsec ca.n beused:

To encrypt application layef data.
To provide security for routers sending routing data across the public
internet.

To provide authentication without enc ‘ tion. Ii .
o on, lik te that
the data originates from a known sengg. e fo muthenticats

-.To protect network data by setting up circuits using IPsec tunn elingin’

hich all data is being sent betwe:
: 5 en the two endpoints i d, as
with a Virtual Private Network (VPN) connec?iof:mts o encryptg

Q 436, | Discuss components of IP Security,’’ *
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cﬂmponents of IP security: ; ’
1. Encapsulating St?cl.'ln’ ity Payload (ESP) ; It proéi Jes data integrity,
" encryption, authentication and antireplay. It also provides authentication
., for payload. s : . | 5
2 Authentication Header AH ;- e ‘
a. [Italsop rovidgs data integrity, authentication and anti-replay «;illd it
does not provide encryption. el
b. The anti-rep lay protection protects against unautborfzed
transmission of packets. It does not protect data’s confidentiality.
3/ Internet Key Exchange (IKE): - »

puter System Security

£.27W(CC-Sein-3 &4)

oy 2

1%

a Itisa network security protocol designed to dynamically exchange

encryption keys and find a way over Security Association (SA)

between two devices.

The Security Association (SA) establishes shared security attributes

between two network entities to support secure communication.

Internet Security Association and Key Management Protocol

(ISAKMP) provide a framework for authentication and key

exchange. wElps 35 vy

d It tells how the set up of the Security Associations (SAs) and how
direct connections between two hosts that are using IPsec.

e. Internet Key Exchange (IKE) provides message content protection
and also an open frame for implementing standard algorithms such
as SHA and MD5.

: Explain the working of IP Security.

Working of IP security :
L

The host checks if the packet should be transmitted using [Psec or not.
the security policy for themselves. This is

These packet traffic triggers

done when the system sending the packet apply an appropriate
encryption. The incoming packets are also checked by the host that they
are encrypted properly or not.

Then the IKE Phase I starts in which the two hosts (using IPsec)
authenticates themselves to each other to start asecure channel. Ithas
two modes. The main mode which provides the greater security 8!{(1 tl'{e
aggressive mode which enables the host to establish an IPsec circuit
more quickly.

3\
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tep is then used to securely Degotiay,

4. Now, the IKE Phase 2 is con

Basic Cry;n;og,.anhy

3.7 The channel created in the last s

i the IP circuit.
the IP circuit will encrypt data across :
the way the IP cir ducted over the secure channel in whigy

the two hosts negotiate the type of crypt?gr'aphi‘;:lagloz:ﬁs touse o
the session and agreeing on secret keying ma used. wity
those algorithms. 2
5. Then th?data is exchanged across the newly created IPsec encrypteg
" tunnel. These packets are encrypted and decrypted by the hosts ugip,
IPsec SAs. ‘
6. Whenthe communication betwee b
times out then the IPsec tunnel is terminate

- both the hosts.

en the hosts is completed or the sessioy
d by discarding the keys by

> 235
1. DomainName Serveris a prominent building block of the Internet. Itis
developed as asystem to convert alphabetical names into IP addresses,
allowing users to access websites and exchange emails.
2. DNS is organized into a tree-like infrastructure where the first level
contains topmost domains, such as .com and .org.
3. The second level nodes contain general, traditional domain names.
4. The leafnodes on this tree are known as hosts.
5. DNS works similar to a database which is accessed by millions of computer
systems in trying to identify which address is most likely to solve ausers

query.

5. In DNSattacks, hackers will target the servers which contain the domain
names.

7. Inother cases, these attackerswill try to determine vulnerabilities within
the system itself and exploit them for their own benefits.

Bé&uﬁ%{l How DNS security works ?

— : _ S it ;
Answerl| v pin o SRR R
1 TheDNS turnsdomain names, or website names, into internet protoc!

(IP) addresses.
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' These are unique 1fientiﬁers that hel
& access the information quickly, P computers around.the world
DNS security adds a set of extensions for e e
. These security extensions include : =
Origin authentication of DN ARy
a. ] + Thi
recipient of the data can verify the ::ut:ce This ensures that the
b. Authenticated denial of existence : ’I'h]s N .
s resolver.

c. Dataintegrity : This assures the data recip; ;
not been changed in transit. tarecipient thatthe datahas

ased protection. .

/| Explain the DNS security tln;eats. |

e (R
Common DNS security threats are :
1. Distributed Denial of service (DDoS) :
a. The attacker controls an overwhelmi
(hundreds or thousands) in order to slﬁ::agdg?;eo;?gﬁt:hr:
victim’s computer with unnecessary and overloading traffic.
b. Eventually, unable to harness the power necessary to handle the
intensive processing, the systems will overload and crash. .
2 DNS spoofing (also known as DNS cache poisoning) :
a  Attacker will drive the traffic away from real DNS servers and
redirect them to a pirate server, unrecognized to the users.
b.  This may cause in the corruption/theft of a user’s personal data.
3. Fastflux: oo : :
a  Fast flux is a technique to constantly change location-based datain
order to hide where exactly the attackis coming from.
b. This will mask the attacker’s real location, giving ing him the time
needed to exploit the attack.
¢, Flux can be single or double or of any other variant. A single flux
changes address of the web server while double flux changes both

the address of web server and names of DNS serves.

4. Reflected attacks:
a.  Attackers will send thousands of
IP address and using the victim's s
b. When these queries are answered,
- vietim himself, =
. Reflective amplification DoS?
'a,  When the sli)ze of the answer is considerably larger than the query
itselfa flux is triggered, causing an amplification Eﬁﬂt;k e
b.  This generally uses the sameé methodas ?r_eﬂected attal 'fu; {fha
attack will overwhelm the user’s system’s infrastructure further.

against DNS attacks.

queries while spoofing their own
ource address. v
they will all be redirected to

Discuss measures
N
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Measureé‘égainst DNS attacks : = s P
1. Use digital signatures and certificates to authenticate sessionsin ordey
to protect private data.. % ! : : o L

2. U:date re];ularly and use the latest software versions, such as BIN,
BIND is open source software that resolves DNS quexl'1es for users,

3. : Install appropriate patches and fix faulty bugs regu}_ar y. .

4. Replicatedataina few other servers, S0 that if datg is c:ﬁrupted/]m in
one server, it can be recovered from the oﬁhers. This could also prevent
single point failure. '~ ‘ B oty

5. Block redundant queries in order 'to prevent spoofing.

6. Limit the number of possible queries-

Que 4.42. | Explain SSL encryption. What are the steps involved in
: | [AKTU.2019-20, Marks 10

SSL server authentication ?

SSL encryption : ) .
; 1. SSL(Secure Sockets Layer), is an encryption-based Internet security
| protocol. ©T W
| 9.+ Tt is used for the purpose of ensuring privacy, authentication, and data

integrity in Internet communications.

In order to provide a high degree of privacy, SSL encrypts data that is

|

! 3.

| transmitted across the web. This means that anyone who tries to

| intercept this data will only see a garbled mix of characters.

i 4 SSLinitiates an authentication process called a handshake between
t both devices are really who

Steps inv?lved in SSL server authentication are :
1 The client requests access from the server to a speci

two communicating devices to ensure tha
they claim to be.

5. SSL also digitally signs data in order to provide data integrity, verifying

that the data is not tampered, before reaching its intended recipient.

fic user account,
and also sends the user’s certificate containing a public key to the
server. '

the

2.‘ The server checks the CA (Certification of Authority) signature in

certificate al:xd cons.ults alocal database to see if the CA is trusted:
not, the certificate is rejected and the user is not authenticated.

3. The server checks the validity of the certificate, for example, Y

consulting a Certificate Revocation Lis i
: t (CRL) published by the CA- L
the certificate has been revoked or has expired, the certiﬁcatey is rejected-

4. The client signs a value with the user’s private key.

o o

;I;:; server verifies the signature with the user’s public key.

the :;Lg;ature_ is successfully verified, the user is authenticated, and
can move on to authorizing the user, or givi ess t0

relevant parts of the system. #OrLVINg BCS
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What are asymmetric algorithms ? Give (e,
: ori ive elir

{AKTU 201820, Marks 10

tages,‘il‘isﬁiiv;ht‘;géér ol

Anjzve ;a]"vhv . T

et i 4 !

Aoymmetric algorithms : Refer Q. 4.1, Page 4 W, Unit.4,

Advantages and disadvantages : Since Rsaiis a:‘av; Umt-4,' )

A e for advantages and disadvantages Refer 4., Page -6W Uit 4.
— sty , Unit-4.

What is DES ? Why were double and triple DES created
. [ AKTU 2019-20, Marks 10 |

't DES has a 64-bit block size and uses a 56-bit ; ;

(8 parity bits are stripped off from full 64-bit kzl;)%%ugigs;;ﬁt:iz

cryptosystem, specifically a 16-round Feistel cipher.

9. Ablock to be enciphered is subjected to an initial perﬁuiation IP and
then to a complex key-dependent computation and finally to a
permutation which is the inverse of the initial permutation IP.

3. Permutation is an operation performed by a function, which moves an

element at place j to the place k.
4. The key-dependent computation can
function f, called the cipher function, an
.. schedule. T
Reason for creation : 7 3 st
1. Since DES uses 56 bit key to encrypt any plain text which can easily be
. cracked by using modern technologies. e
2. To prevent this from happening, double DES and triple DES were
Y d than the original DES because

created which are much more secure!
it uses 112 and 168 bit keys respecﬁvely. They offer much more security

be simply defined in terms ofa
d a function KS, called the key

than DES.
Double DES : e T
L Double DES is an encryption technique which uses to instance of
' th instances it uses different keys to

DES on same plain text..In both

encrypt the plain text. ,

2. Bot;yll;)eys axl‘]e required decryption. The 64 bit pla}n text
goes into first DES instance which thal} converted into a
64 bit middle text using the first key and then it goes to second DES
instance which gives 64 bit cipher test by using secoPd key. .

3. However double DES uses 112 bit key but gives secunty‘level of 2% not

2112 514 this is because of ‘meet-in-the middle attack which canbe

to break through double DES.

at the time of

Triple DES : :
L In triple DES, three stages of DES are used for encryption and
decryption of messages. i\« - s
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2. This increases the security of DEsfi'l‘Wo ver
"9, " Triple DES with two keys:

1.~ -In triple DES with two keys, there,

: The first and the third stages use

tage uses By, . )

2 ;;c:;gclsd]egsetage otl'ixz-iple DES uses deCfYthfl (flt;verse cipher)

in the encryption site and encryptwn_ﬂPhef inthe decryptiqn

site.

64-bit plaintext

------------- i |
I ] )
0 DES cipher -—K J DES reverse cipher
I

sions of triple DES are.

are only two keys K, anq
the key K, and th,

-
-
g
B
=N
&
)
s
M
8
p_ s - .
Decryption

¢ 64-bit ciphertext
o e
AT ES

b. Triple DES thh three keys:
1. This cipher uses three DES cipher stages at the encryption

site and three reverse cipher at the decryption site.

9. Theplaintext is first encrypted with akey K,, then encrypted
with a second key K, and finally with a third key K;, where K;,
K, and K are all different.

3. Triple DES with three keys is used in PGP and S/MIME.
Plaintext can be obtained by first decrypting the ciphertext
with the key K;, then with K, and finally with K.

P = Dy; (Dg, (D, (O)). i

P[~ 64-bit plaintext

I ? : )

] - ! [} -

: DES cipher ‘I_" K i DES reverse cipher
! 1 ]

I
I
[}
‘ ] i ' 4
E::M DES reverse cipher 4'—}{2 T DES cipher M: g
18,
1
I
]
|

L2 ]
Fscisin DEScipher | 4— Ko
]

]
------------ J

C[ 64-bit ciphertext C|  64-bit ciphertext
(g AT i '
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/| write short note on secret key it S
?isadvantages and enmplegu phy. Also ;ist

[Answeri.
= aecret key cryptography refers to crypto, : X :
1750 to encrypt and decrypt dft? graphic system that uses the

same key
i ans that all parties involved har
g, Thismes : ve to know the key to ¢
commumcate securely i.e., decrypt encrypted message:yt'ot::;b t}fez
and encrypt messages they want to send.
4 Therefore the key, being shared among parties, but having to y

ecret to third parties in order to keep communications private is

8
d as a shared secret.

considere
Advantages of secret key cryptography :

1. Itis efficient. 3 y
In secret key cryptography, encrypted data can be transferred on the

2.
Jink even if there is a possibility that the data will be intercepted. Since
there is no key transmitted with the data, the chances of data being
decrypted are null.

3, Ituses password authentication to prove the receiver’s identity.

4 Asystem only which possesses the secret key can decrypt a message.

Disadvantages of secret key cryptography :
1. It has a problem of key transportation. :
9 Itcannot provide digital signatures that cannot be repudiated.
Examples cf secret key cryptography are : :

1 Data Encryption Standard (DES)

2. Triple-strength DES (3DES)

3. Rivest Cipher (RC2)

4. Rivest Cipher 4 (RC4)

©e0
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of Weakness ] i
. Internet Security ). niow

Link Layer Connectivity
and TCP/IP. Connectivity, © 7"
Packet Filtering Firewall,.
Antrusion Detection -
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1

2.

\-line connected to the premise s

Internet Infrastructure

st o a6 y R ;
Internet infrastructure is the physical hardware, transmission medi

and software used to interconnect computers and users on the Internet.
Internet infrastructure is responsible for hosting, sfdring, procésing,
and serving the information that makes up websites, applications, and
content. ’ BB

' Different internet infrastz_-ucturg :
1. Dial-up Internet Access:

a. Using amodem connected to our PC, users connect to the Internet
when the computer dials a phone number (which is provided by our
ISP) and connects to the network.

b. Dial-upisan analog connection because data is sent over an analog,
public-switched telephone network. 7

¢. The modem convertsreceived analogdata to digital and vice versa.

Integrated Services Digital Network (ISDN) : Integrated services

digital network (ISDN)is an international communicaﬁogs standard for

sending voice, video, and data over digital telephone lines or normal

telephone wires. it

Broadband ISDN (B-ISDN) :

o Broadband ISDN is similarin function to ISDN but it transfers data
over fiber optic telephone lines, not normal telephone wires. -

b. SONET (Synchronous Optical N etworking) is the physical transport
backbone of B-ISDN. f

¢.  Broadband ISDN has not been widely implemented.

Digital Subscriber Line (DSL) : DSLis frequently referred to as an
t uses existing 2-wire copper telephone

3 al 5 . 3
ways on” connection becausel ; p
o service is delivered simultaneously

with wired telephone service.

Thisisthe subtitle of PDF, Use long text here.
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Advantages of TCP/IP model are :
practical networking problems.

networks.
3. ‘It is an open protocol suite.

added without disrupting the current services.

| i each device to be identifiable over the network.
Disadvantages of the TCP/IP model are :

connection.

networks.

PAN (Personal Area Network),

5-3W(CCSem 34

| Explain the advantages and disadvantages of in TCPp

1 It is an industry-standard model that can be effectively deployed in

2. It allows cross-platform communications among heterogeneousg

It is a scalable, client-server architecture. This allows networks to be

.1 5. Itassigns anIP address to each computer on the network, thus making

1. Itis not generic in nature. So, it fails to represent any protocol stack
other than the TCP/IP suite. For example, it cannot describe the Bluetooth

2. It does not clearly separate the concepts of services, interfaces, and
protocols. So, it is not suitable to describe new technologies in new

3. It does not distinguish between the data link and the physical layers,
which has very different functionalities. The data link layer should
concern with the transmission of frames. On the other hand, the physical
layer should lay down the physical characteristics of transmission.

4. Itwasoriginally designed and impl d for wide area networks. It is
not optimized for small networks like LAN (Local Area Network) and

,..w‘ Give a short summary of IP protocol functions.

[ARTU 2019-20, Marks 10]

el Following are the functions of internet protocols :
| L Addressing:
a.  Inorder to perform the job of deli

where to deliver them to. For this
for host addressing.

Title of PDF Document

vering datagrams, IP must know
Teason, IP includes a mechanism

b. Since IP operates over internetworks, its system is des.igne dto 4. A routing protoco

allow unique addressing of devices across arbitrarily large networks.

Mw(ccsemé) &49) I S
) also contains a structure to facilitate . TN
¥ g;stant networks if required. bmd%w

4 Sincemost of the other TCP/IP protoenl use IP, oderstaretg
[paddrasxngschememofﬁta]importznatomderstandTCﬁg
Dagaencepsulaﬁonandfomatﬁng/mg: Vo=

2 :
As the 'I‘CP/IPnetworklayerpmmc.,l,Ipame‘mdZaﬁ_umﬂ2
# {ransport layer protocols UDP and TCP.
It then encapsulates this data into an IP S 3
b. s Rrior to b dm&fmgaspeazl
3 Fragmentation and reassembly :
a  IPdatagramsare passed down to the dztalink laver for tranerission
on the local network. .
b. However, the maximum frame size of each phyzical/idata Enk
network using IP may be different.

¢. For this reason, IP includes the abhility to frezment IP datagrams
into pieces so that they can each be carried on the local network.

d  The receiving device uses the reassembly fimction to recreate the
whole IP datagram again. -

. Long Answer Twpe“d“ed‘mmmqm

:| Define routing protocols.

1 ."A routin 1 specifies how routers communicate with each other,
disr:;mr?nfw:omaﬁon that enables them to select routes between any
two nodes on a computer network. o g

g ¢ directing ons

* E:;:::ss aﬁ?:rfas;tﬁuh the networks of the internet &om router
to router until they reach their destination eon_:puter.

3. Routing algorithms determine the specific choice of route. Each router
has a prior knowledge only of networks attached toit duectly )

1 shares this information ﬁrst_ among mmedxafe

neighbours, and then throughout the network. This way, routers gain

knowledge of the topology of the npetwork. ¢

Thisisthe subtitle of PDF, Use long text here.
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5. The ability of routing protocols to dynamicaﬂg’e :sdlust to changjy,
conditions such as disabled data lines and comp .

. | What are the types.of routing protocols ?

SER ¥ 3 HERTR &

s bt .
Various types of routing protocols are :
1., Routing Information Protocols (RIP) : . . ) P
i i i otocol which uses hop count as a routiy,
" I@{nlz::cd{:i‘ﬁlg l;’:sttu;:galzlrx between:the source and deStinatioﬁ
network.
b. RIP (Routing Information ‘Protocol) is a forceful protocol type useq
in local area network and wide area network.
¢. RIPiscategorized as an interior gateway protocol within the use of
.., + distance vector algorithm.
d It preventsrouting loops by implen"lenﬁng a limit on the number of
hops allowed in the path.
2 Interior Gateway Routing Protocol (IGRP) :
a  Itis distance vector Interior Gateway Routing Protocol (IGRP).
b. Itisused byrouter to exchange routing data withinan independent

system. i

¢. Interior gateway routing protocol created in part to defeat the
confines of RIP in large networks.

d It maintains multiple metrics for each route as well as reliability,
delay load, and bandwidth. :

e. It measured in classful routing protocol, but it is less popular because
of wasteful of IP address space.

3. Open Shortest Path first (OSPF): ;. ; 2 il

a f)gen Shortest Path First (OSPF) is an active rout;ing protocol used
in internet protocol. ) sdaioy

b. It is a link state routing protocol and includes into the group of
interior gateway protocol. x .
c. Itoperatesinside a distinct autonomous system,
d. ' Itisused in the network of big business companies.
4 Exterior Gateway Protocol (EGP) : 0
a. The absolute routing protocol for
protocol. y
b. i(l}lf ungim;f Gatew'ay Protocol) is avprotocol .for exchanging
g table information between two neighbour gateway hosts.

¢.  The Exterior Gateway Pr, 5 LT
pathvector protocol. y Protocol (EGP) is unlike distance vector and

Jinternet is exterior gateway

Title of PDF Document
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Enhﬂnced Interior Gateway Routing Protocol (EIGRP): "

_ Enhanced .Interior Gateway Routing Protocol (EIG
a advanced dxs:tance ve‘ctor routing thatisusedina compunr:l:,)e:; :]:
for automating routing decisions and configuration,

p. It works on network layer protocol of OSI model and uses the
protocol number 88. '

6 Intermediate System-to-Intermediate System (IS-I8) :

o Intermediate Systeni-.to-lntermediate System (IS-IS) is a protocol
used by network devices to determine the best packet switched
network route for data through, . _ )

p. It is an interior gateway protocol designed for use within an
administrative network. . .

] Discuss the advantages and disadvantages of different

;:o;xtmg pfotocols.

1 Easy to configure and use.

9. Supported by all routers.

3. Support load balancing.

Disadvantages of RIP :

1 Limited to a hop count of 15 i.e., it can transmit packet through 15
e o e .Su\b‘netMASk(VISM) which means

* Blo:tsirtlzte::gl;?:t?n‘;a\;}ﬁteegmﬂ only on a fived-length subnet mask

(FLSM) or routes that fall on classful boundaries.

Converges slowly, especially on large networks.

Does not have knowledge of the bandwidth of alink.

Does not support multiple paths for the same route.

Routing updates can require significant bandwidth, as the entire routing

; table is sent when a link’s status changes.
7. Prone to routing loops.
Advantages of IGRP :
L Easy to configure and use.
2. Uses the delay, bandwidth, reli
This makes it very accurate Ins
Disadvanta, : il
ges of IGRP ¢ . toims:
L Itisnot an Internet standard; all routers must be from Ciacn syt
2 Converges slowly, slower than RIP.

o o

abﬂiti, and load of alink as its metric.
electing the proper route.
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st hot 1l Bomnieitniige | _In this attack, the same-origin policy prevents this fr N

S i sum?m REEN o ’ | Losaedn® : 3 client-side scripts are only allowed to access content &m&
4.~ Prone to routing loops. AL Ry that served the script.. - N s
Advantage of EIGRP: B e B aee 4 Comparing domain names is an essential part of enforcing thi L

. It provides very quick convergence and & onp-free netwp;k, { + DNS rebinding circumvents this protection by m&ﬁm
2. It supports different version of IP. ) ; o o Name System (DNS). ;
3. Ttrequiresless CPUthan OSPF. : IS 5 'rhits_ a,ttilc:bc:; vl::e:s;d atc‘::e l;rseach a givate network by causing the

R i ing updates. ¢ victims computers at private IP addresses and

4 It requxres]xttle bandwidth for routing up ates i the results to he attacker, pri esses and
5.. Itsupports VLSM.

. " g It can also be employed to use the victim machine for i
Disadvantages of EIGRP: 4istributed denial-of service attacks, or other malicious ’Pammg’

1.+ Ttisnot an Internet standard; all routers must be from Cisco Systémg,

Advantages of OSPF: | How DNS rebinding work? - *
L Itconverges quickly, compared to a distance vector protocol. B - Pl s
9. Itsrouting update packets are small, as the entire routing table is m;g ’&&3 A ’

" sent. B, DNS rebinding works as : | i
3. Itisnot prone to routing loops. i £ 1. Theattackerregistersa domain (such as attacker.com) and delegates it
4. Ttscalesvery well to large networks, b o ik to a DN server that is under the attacker’s control. 3
5. Itsupports VLSM. B bt 9. The server is configured to respond with a very short Time-To-Live
Disadvantages of OSPF : ‘ (TTL) record, preventing the DNS response from being cached. When

the victim browses to the malicious domain, the attacker’s DNS server

g :”Irzgcz;’mplex to configure and understand than a distance wvector first responds with the IP address of a server hosting the malicious

client-side code. 3

3. For instance, they could point the victim’s browser to a website that
contains malicious JavaScript or Flashscripts that are intended to execute
on the victim’s computer.

4 The malicious client-side code makes additional accesses to the original
domain name (such as attacker.com).

5. These are permitted by the same-origin policy. However, when the
victim’s browser runs the script it makes a new DNS request for the
domain, and the attacker replies with a new IP address.” :

6. For instance, they could reply with an internal IP address or the IP
address of a target somewhere else o0 the Internet.

| Discuss the features of DNS rebinding attack. -

DNS:Refer Q. 4.38, Page 4-28W, Upig -

i)NSI;-ebmde attack: . o1 sk ! oty woallh vl Features of DNS rebinding attacks: :
e Sreinding o ormof computer ttg, || 1" Custom DNS server that llows rebinding the DNS pame and IP address
pailv s ;:tack, & malicious wep pag s ez tlh of the attacker’s web server to the target victim machine’s address.
script t 2 e c .. ; 3
pt that attacks machineg elsewhe::z‘:ft‘i’llmtors to run a client-sidé 2. 'HTTP server serves HTML pages and Ja\;aScnpt code to targeted users
o finetwork, vyl and to manage the attacks. :

Title of PDF Document
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3. Several sample attack payloads, ranging from grabbing the !lome Page
t2.7of a target application to performing remote code execution, Theg,
payloads can be easily adapted to perform new and custom attacks,

Supports concurrent users.

minimize the impact of IDS interfering with the attack.
attacks:

b. Ageressive DNS response TTLs.

different HTTP port.

ascan.

1€ 5.10.'| How can we prevent DNS rebinding attack ?

 =bmsseindy

Fl addresses for the loopback interface, including 127.0.0.1.

3000".

i denied.’

3 numeric address for the loopback interface.
{ 6. . For services exposed on the netwo
| authentication should be require
j‘ 7. Filtering DNS responses contain;
' addresses, both f.or IPv4 and IPv6, should not be
i defense mechanism against DNS rebinding attacks,

E 8. Singularity e
o responding with alocalhos
1

|

Title of PDF Document

5. Provides several DNS rebinding strategies, including sequential mapping
from the attacker to the target IP address and random mapping, t,

6. Anumber of technical controls to maximize the reliability and speed of

a Disabling HTTP keep alive, caching, DNS prefetching.

i 7. Ability to allocate HTTP servers at startup or dynamically thereafter :
a.  Aconvenience feature to avoid restarting singularity to listenona

‘ b. Tolay the ground work to attack vulnerable ports discovered after

| L DNS rebinding attacks can be prevented by validating the Host HTTP
i header on the server-side to only allow a set of whitelisted values.

2. . For services listening on the loopback interface, this set of whitelisted
host values should only contain localhost and all reserved numeric

' 3. . For instance, let’s say that a service is listening on address 127.0.0.1,
{ TCP port 3000. Then, the service should check that all HTTP request
~1 Host header valuesstrictly contain “127.0.0.1 - 3000” and/or “localhost :

i 4. If the host header contains anything else, then the request should be

5. Depending on the application dep]
| pen ap) Ployment model, we may have to
4_ whitelist other or additional addresses such as 127.0,0.2, another reserved

rk (and for any services in general),
d to prevent unauthorized access.

ing private, link-local or Joopback
relied upon as a primary

can bypass “t"me fgters in certain conditions, such 89
re: ot 3 . .
Google Chrome browser, cordwhen targeting an application via the

ba i
Key management protocol refers to the cq

“ - " llect;
1. the generation, storage, installation, trmm;&'; :’fx’p;r;cegsea used for
disposition, and control of keys that are uged in cryptogr:‘::y& change,
9. Itis essential for secure ongoing eperation o fur e iebitune

g, 'The various functions of key management protocol are :

a. Generation : This process involves the selection of i
used for encrypting and decrypting the messages, akey that is

b. Distribution : This process involves all the efforts madein carrying
the key from the point where it is generated to the point where it is
to be used. . -

.~c. Installation: This process involves getting the key into the storage
of the device or the process that needs to use this key.

d. Storage : This process involves maintaining the confidentiality of
stored or installed keys while preserving the integrity of the storage
mechanism. ) )

e. Change : This process involves ending with the use of the key and
starting with the use of another key.

f.  Control : This process refers to the ability to implement a directing
influence over the content and use of the key.

.:| What are the advantages and disadvantages of key

management protocol ?

L Inkey management protocol, less than }V —1keys are sto §
2. Ttisscalable. iy sa 2
Disadvﬂntage s
It lacks authentication process and does not clearly
for revoking or refreshing keys.

deﬁi:le any process

t
% The dynamic handshaking process prevents any form of data
’ aggregation, 50 14 ‘
" Nosupport for collaborative operations. _ 4
N L s, = AL hh)
% No node is guaranteed to have commen 1:3 ::ﬁ :ll of its reighbours
e i © unj 8 ‘
5 there is a chance that some nodes ar S i sl

. s icati
Fails to satisfy security requirement authentiea”
Tequirement accessibility.
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'Que 5.13. | What are the security and operational,‘-equh"‘emem”
3 requin v

key man';gement protocol ?

2 £t

ik

Security and operational requigements for key m"ﬂage;.ne

protocol: ! ent

1 Confidentiality : Nodes should not reveal data to any Uningegg
recipients. : 3 e

o Integrity : Data should not be_changEd between transmissions gy, o

" environment or malicious activity. o 5

3. Datafreshness: Old data should not be used as new. {

4. - Authentication :Datausedin decis_ion making process should origing,
from correct source.

5. - Robustness : When some nodes are compromised, the entire netwgr
should not be compromised.

6.. Self-organization : Nodes should be flexible enough to be self.
organizing (autonomous) and self-healing (failure tolerant).

7. Availability : Network should not fail frequently.

Time synchronization : Protocols should not be manipulated to produce
incorrect data. A =

9. ‘Secure localization : Nodes should be able to accurately and securely
acquire location information.

10. Awessﬂ?ﬂity : Intermediate nodes should be able to perform data
aggregatmn by combining data from different nodes.

1

aF Friveg }.Ietw"’k (VPN)is a technology that creates asafe and
_ encrypted connection over a less secure network, such as the internét

It is a way to extend a private [ ;
intem:?yvto extend a private network using a public network suchas

2.

3. Thename only suggests that it is Virtual private network i.e., user can

be the part of local network sitting at a remote location.

2= It makes use of tunnelin | 0 ! ‘
YAy ng pl‘Ot cols t i ;
4 : ) 0 establish a secure COnl VU
1. InIPSec tunnei mode, the o; » .al ‘(:ket P he'adEI a!ld :
) y he ngi.nal IP P
Payl')ad) 18 eﬂcapSlllated within another packe(t '
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4. Thelink layer of the TCP/IP model is ofte
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IPSec tunnel mode, the original IP Data i ulated wi
2. Authentication Header (AH) or Encapsula%riilgn Sli:unxc-iigsProtocéYl(gS’;’x;

header and an additional IP header,

The traffic between the two VPN Gateways appears to be frox;‘t-lae two

ateways (in a new IP datagram), with the origi . .
Encrypted (in case of ESP) inside IPSec packet?ngmal IP datagram is

B

3.

The link layer in the TCP/IP model is a descriptive field networking
protocols that operate only on the local network segment (link) that a
host is connected to. Such protocol packets are not routed to other
networks. : : I

9. The linklayer includes the protocols that define communication between
local (on-link) network nodes which fulfill the purpose of maintaining
link states between the local nodes, such asthe local network topology,
and that usually use protocols that are based on the framing of packets
specific to the link types.

3. The core protocols specified by the Internet Engineering Task Force
(IETF) in this layer are the Address Resolution Protocol (AI_IP), the

Reverse Address Resolution Protocol (RARP), and the Neighbour

Discovery Protocol (NDP).

n compared directly t:i%;:e

ink layer and the physical layer in the Upen
lmkOS¥) protocol stack. Although they are
technical coverage of protocols, they are

combination of the data
Systems Interconnection _(
congruent to some degree in

not identical. ided, because the
5. Ingeneral, direct or strict comparisons e x‘mna!enl'in g::esrsl is
layering in TCP/IP is not & principal design criterion

considered to be harmful.

16, | Write short note on firewall
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1 A ﬁre,wall defines a single choke point that keeps unauthorizeq

" out of the protected network, prohibits potentially vulnerable se us.e“

from entering or leaving the networ!{, and provides protectj
various kinds of IP spoofing and routing attacks.
: gt ity management b,
fa single choke point simplifies securi o
2. ggﬁ;;pﬁﬁes are consolidated on asingle system or set of systeny
i i itori ity-related ;
all provides a location for monitoring securi -
% ﬁ\f;ii:aﬁdpalarms can be implemented on the firewall system,
4. Afirewallis a convenient platform for several Internet functiong that
" are not security related. These include a network address t"anslato,’
' which maps local addresses to Internet addresses, and a netwqy;
management function that audits or logs Internet usage.
5. Afirewall can serve as the platform for IP_Sec. Using th? tunnel moge
capability, the firewall can be used to implement virtual Private
networks. :

entg,

2] What is packet filtering firewall ? Explain its advantage

g A Y

Packet filtering firewall :

1. Packet filtering firewall is a technique used to control network access by
monitoring outgoing and incoming packets.

2. Packet filtering firewall allows packet to pass or halt based on the source

and destination Internet Protocol (IP) address, protocols and ports.
Advantages : = :

L They are simple, since a single.rule is enough to indicate whether to

allow or deny the packet. ' :

2. Th.ey are transparent to the users L.e., the users need not know the
existence of packet filters. ;

3.. They operate at a fast speed as compared to other techniques.

4.

The client computersineed not be i . ;
; . configured specially while
lmplemennngpacket-fﬂteﬁngﬁréwalls. & e

5. . They protect the [P éddIEésés ofinternal hosts from the outside network.
Dlsadvantages : E
L. They are unable to inspect the goolicss:
. : V0 nspect the applicat;o, i o
thus, cannot restrict access to FTP s‘érvic?elsayer i bt
2. Itisadiﬁ'lculttaskto wleacorr
set up the packet-filteri ;
3. Theylack support for auth, e o c?”Tec-ﬂy‘

thentication and fiaye g alert mechanisms:

Title of PDF Document
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Being stateless in natare, they are not well suited to appication 1ayor
protocols. e b agsas ok

| Write short note on telnet,

- B .
o Telnet is a user command and an under]

L i computer ) ying TCP/IP protocol for
accessing remote puters. o

Through Telnet, an administrator or another user can access someone
elde’s computer remotely. : TR

3 With Telnet, we log on as a regular user with whatever privileges we
" may have been granted to the specific application and data on that
computer. : 4
4 At the Telnet client, a character that is typed on the keyboard is not
"' displayed on the monitor, but, instead, is encoded as an ASCII character
and transmitted to a remote Telnet server. : %
5 Atthe server, the ASCII character is interpreted as if a user had typed
" the character on the keyboard of the remote machine. If the keystroke
results in any output, this output is encoded as (ASCII) text and sent
the Telnet client, which displaysit on‘it‘s monitor. - g

6. The output can be just the (echo of the) typed character or it canbe the
output of a command that was executed at the remote Telnet server.

| Explain briefly fragmentation at netwo_rk layer.

1. Fragmentation is done by the networklayer when the maximum size o
datagram is greater than maximum size of data that canbe held a frame
i.e., it’s Maximum Transmission Unit (MTU).
2. The network layer divides the datagram received from transport laver
into fragments so that data flow is not disrupted. X A5
3. Itis done by network layer at the destination side and is usually done at
routers. . e
4 'Source side does not require fragmentation ‘g’i to seg::;?;g: amyi
transport layer i.e., the transport layer looks ab cli agracn that resulting
frame data limit and does segmentation in su ; ; wentation.
** data can easily fit in a frame witbout theneed o : i SeldinIP
8. Receiver identifies the frame with the idennf.icahgxé (ig:lntsg B ;n e
header, Each fragment of a frame has same lflen & sab t'iﬁ‘ He
Réc.eiver idéntiﬁes Eéi}uence of frames using the fragmen
(13 bits) field in IP header.
introduced
An overhead at network layer is present due to extra headet i
due to fragmentation.
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Vieite short note on proxy firewall

¥

{Answer

1. Proxyfirewallsare the most secure ~
which applications our network can Support-

Cype;s of fFrewalls, as they can limit

i is because information packets
2. The enhanced security of a proxy firewallis 0 ]
" donot pass through a proxy. Instead the proxy acts as an intermediary,

computers 3 COT
 petwork connection based on the request.

make a connection to the proxy which then initiates a new

i i i t transfer between (laith
3. 'This prevents direct connections a_nd packet tral either
sidespof the firewall, which rakes it harder for intruders to discover

where the location of the network is from packet information.

4, Afirewall proxy provides‘internet access to comp_uters ona netw.ork but
is mostly deployed to provide safety or security by controlling the

information going in and out of the network.

5. Firewall proxy servers filter, cache, log, and control requests coming

from a client to keep the network secure and free of intruders and

Que _5.21.’,1 Write short note on intrusion detection.

B

penetrate a system and gain unauthorized access.

1 Intrusion detection refers to the process of identifying attempts to

9. Anintrusion detection system is a software/hardware designed to detect

unwanted attempts at accessing of target application or system.

3. Ifan i_ntrusion is detected quickly enough, the intruder can be idenﬁﬁea
and ejected from the system before any damage is done or any dataare

compromised.

4. Evenifthe detectionisnot sufficiently time to preempt the intruder, the
sooner that the intrusion is detected, the less the amount of damage and

more quickly recovery can be achieved.
An effective intrusion detection v :
v A fect 15 syste!

intrusions. i vk system can serve as a bar

s oybed

| Briefly describe approaches for intrusion detection
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Intrusiondetectionenﬁble#llié e # ARt
oshalles that can be collection of information about intrusion
, facility.

used to strengthen the intrusion prevention

g

Internet Infrastructure

'%A‘;% ‘;’;;;; ches for intrusion detection are : :
atistical am,.maly detection : In this ca : bavmur' o of
1 StAYS e usersis evaluatedmersomeﬁmemltthc:nbebeaﬁev:g
by two Ways : - K3 g
o Threshold detection :

- Inthreshold detection, thresheldsarede !
i are defined for all
group, and the total numbers of events that are usersas :,
the user are measured against these threshold vat buted
i The number of events is assumed to round upto a number that
is most likely to occur, and if the event count exceeds this
number, then intrusion is said to have occurred. ...
b. Profile-based detection: e F
i Im profile-based detection, profiles for all users are created,
and then matched with available statistical data to find out if
any unwanted action has been performed. ., : &
i Auserprofile contains several parameters. Therefore, change
in a single parameter is not asign of alert. SRt
2 Rule-based detection : In this category, certain rules are applied on
the actions performed by the users. It is classified into two types = - -
a. Anomaly-based detection: S L
i Inanomaly-based detection, the usage patterns of users are
collected, and certain rules are applied to check any deviation
from the previous usage patterns.

ii. The collected patterns are defined by the set of rules that
includes past behaviour patteros of users, programs, privileges,
time-slots, terminals, etc.
The current behaviour patterns of the user are matched with
the defined set of rulesto check whether there isany deviation
in the patterns.
b. Penetration identification: e

i Inpenetration identification, an expert system1s maintained

that looks for any unwanted attempts. ‘

ntains rules that are used to identify the

i, This system also co : D
Buspicsi,ous behaviour and penetrations that can exploit known

weaknesses.

3| What is domain name system and explain what is DNS

cache poisoning ?
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s Yaanls it EXIR
Domain name system’s /!

L The Domain Name System (DNS)i isa
©¥“naming gystem for computers, services,

to the Internet or a private network.
9. It associates various mformatxon wrth domain names asslgned to e ch

»s =i of the partlcxpatmg entities.’:
3 The domain name system resolves the names of websites with theu

underlying IP addresses addmg efficiency and even secunty in the
{//PrOCesS. . 4+ b
‘1 Web browsing and most other internet activities depend on DNS t,
“quickly provide the information necessary to connect users to remote
hosts. t A
5‘ +:DNS mappmg is drstnbuted throughout the mternet in a hierarchy of
%t w-authority.  f !

6 For example, 1f we type www.googlé.com into a web browser, aserver
- behind the scenes will map that name to the corresponding IP address,
something similar in structure to 172.217.24.228. :

DNS cache poisoning : DNS cache poisoning also known as 'DNS spoofing’,

isa form of computer security hacking in which corrupt domain name

‘system data is introduced into the DN; S resolver’s cache causing the name

to return a.nmcor'rect result record For example anIP address

or other resources 00nnected
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— - - -

/m./ Define coinpiiter seciirity system, * ¢ =7
Computer security i is the protection of informat
theﬁ%r disruption: (« 7o tizrio iuat twnsystemsfmm

12. Why computer secunty is used 7
anm Itisused: -
7-To prevent theft of hardware o

To prevent theft of information.
/3‘ To prevent disruption of service !
S S
Lé/Det‘ine the term conﬁdenhahty, integrity and availability.
Conﬁdentlahty Conﬁdentwlltyls asetuf rulatbatﬁmtsacoess
to information. " '

Integrity : Integrity is‘the assurance’ that the‘ infurmatmn is

trustworthy and accurate j

Availability : Avar]ablhty isagu
mformatwn by authorized people. **

5"&

What are the goals of computer secnnty System 2, ;
Following are the goals of computer seclmty system

1. Integrity
2. Secrecy

3. Availabﬂity

hishing

o Vrshmg
- 3. Smishing
4. Pharming i S
5. Vulnerability"
6. Exposures

16 What'do § you mean by phishing 77

_Phishin, t t to obtam users sensitive mformatxon,
mcluding cl:edixl; c?ntfm banking information; by disguising
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as a trustworthy entity in an online communication (e-mail, socia]
media, etc). ¢

mishing. iy _
ttempt of fraudsters to
on or transfer

1.7. Define the term vishing and s

BB Vishing : Vishing (voice phishing) is an & )

¢ persuade the victim to deliver personal informati
money over the phone. .

{ 1, =+~ Smishing : Smishing (SMS phishing) 15
messages attempt to make potential vietims p.
suspicious links. i ' ‘

protect computer system

) is any case where sent text
ay money or click on

18. What are the steps taken to

. hardware ?
.AnE Five steps to prote

1. Install firewall

9. Install antivirus software

3. Install anti-spyware software

4. Use complex and secure passwords

5. Check on the security settings of the browser

ct computér system hardware are: !

1.9. Define security policies. .
ABE A security policy comprises of aset of objectives for the company,
rules of behaviour for users and administrators, and requirements

for system and management that collectively ensure the security

of network and computer systems in an organization.

/1.10. What are the different security models ?

ABE Following are i i $
. II‘:a t]i:ll o:;vl?o%els the different security rquels £
2. Staté machine model .
3. Non-interference models ' = " ‘
‘4. Bell-LaPadula confidentiality model s
5. Bibaintegrity model
6. Clark-Wilson integrity model

111 What are the rules of Biba model ?
:n:;: gperlulf:otmbamddél;‘ i : g
imple integrity rule (no read down): sth ibj
y g:nnot read data from a lower integrity 1:;'3 o ot Sub}ed
ar integrity rule (no write up) : It haply
write data to an object at a bjgherp int Egiti:ﬁseiﬁt agubject cannot
3. Invocation property: It states that a subject canfiot invoke (call
upon) a subject at a higher integrity leye], " e

i)

model ? i

1.12. What are the comp: ileen.
P RERSRY" of Slark;Wilson integrity
.. &K Components of Clark-Wilson model ;" .
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Subjects (use_rs) : These are active ;:gemg,

Transfor:aahon Procedures (TPs) : The Bdﬂwafé A s

such as read, write, modify that perform the required ¢

pehalf of the subject (user). . . et

Constrained Data Items (CDI) : Data that can be modified only

by TPs. F

Unconstrained DataItems (UDI) : Data that can be manipulated

by subjects via primitive read/write operations.

Integrity Verification Procedure (IVP) : Programs that run
riodically to check the consistency of CDIs with external reality.

 These integrity rules are usually defined by vendors.

1.13.

L16.

117,

OB

L.18.

. System or boot-reco
. Stealth viruses
i. Trojans

. Format strin|

What are security policies components ?
Following are security policies components :
Governing policies 4

End-user policies
Technical policies
What are various attacks used in computer security ?
Various attacks in computer security :
Malware
Macro viruses

File infectors i
rd infectors |

Define the term server=- side attackand insider attack.m
Server-side attack : Server-side attacks are launched

from an attacker (the client) toa ixsi_tenn;ﬁ;h:vﬂ;cse;l e
Insider attack:An insider attackisa pe::; - mmth e

on a network or computer system by &
system access.

What is hijacking ? R
of network security attackin

Hijacking is a type )
ta.?(zs cogtrol ofa communication.

of control hijacking ?
control hijacking in co!

which the attacker

What are the (ypes mputer security :

There are three types of

Buffer overflow attacks

Integer overflow attack's. :
g vulnerabilities

ecurity problem ? What fact

ors

02

‘What is computer §

contribute to it ?
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R85 Malware is major computer security problem. Computer g ity

i ! problem can be created by malware which can infect our com fer t
' destroy our files, steal our data, or allow an attat_:ker. togain apg,. -
to our system without our knowledge or authomatan. E"a,mpl B
of malware include viruses, worms, ransomware, spyware, gyq
Trojan horses.

Confidentiality
~ Policies
(2 Marks Questions)

118. What is SQL injection ? 'AKTU 2019-20, Marks g3
amm SQL injection is a code injection technique, used to attack daty. -
driven applications, in which malicious SQL statementg are

inserted into an entry field for execution. il ‘- 21

ra

. Define confidentiality policy.

; ans: A confidentiality policy is intended to protect secrets and prevent
3 s unauthorized disclosure of information. Specific mechan T

@@@ ' o confidentiality and safeguard data from harmful intruders.

4,,‘,:“‘

ure

| 3 22. Name the security model used in confidentiality policy.
‘ ) g

AG% Security model used in confidentiality policy is Bell-LaPadula
confidentiality model. g

23. Define Bell-LaPadula confidentiality model.
ARE The Bell-LaPadula confidentiality model is 2 state machine-based

multi-level security policy. This model was originally designed
military applications. -

24. Define the term access control.
4 ABZ Access control is a way of limiting access to a system or to physical
} : or virtual resources. In computing, access control is a process by
" which users are granted access and certain privileges to systems,
g resources or information. e

25. What are the types of access control ?

Ang. Following are the types of access contrel ¢
3 . Discretionary Access Control (DAC)
g . Mandatory Access Control (MAC)

N -

2.6. Define DAC.

Discretionary Access Contrel (DAC) is a type of security access
control that grants or restricts object access via an access policy
determined by an object’s owner.

R

2.7, What are the advantages of DAC ?
ANX Following are the advantages of DAC :
y 1. User may transfer object ownership to another users
7 { : 2. User may determine the access type of other users

Title of PDF Document
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28. What are the disadvantages of DAC ?
AnE; Following are the disadvantages of DAC:
1. Inherentvulnerabilities (Trojan horse)
2. 'Access control list maintenance
3. Grant and revoke permissions maintenance

29. What are the issues related with DAC ?
ZnE Issues related with DAC are:
1. Difficult to enforce a system-wide security policy.
2. Only support coarse -grained privileges.
3. Unbounded privilege escalation.

2.10. What is MAC ? :
..AES Mandatory access control is a type of access control by which the
operating system constraints the ability of a subject to access gr
perform some sort of operation on an object.

2.11. What are the advantages of MAC ?
A¥WE: Advantages of MAC are:
1. 1t ensures a high degree of protection, prevent illegal flow of
information.
2. Itis suitable for military and high security types of applications.

2.12. What are the disadvantages of MAC ?

Ans Disadvantages of MAC are :
1. Itrequires strict classification of subjects and objects.
2. Itisapplicable to few environments.

2.13. Define confinement problem.

Ans The con.ﬁx.lemz.znt problem is the problem of preventing a server
from Ieak'mg information that the user of the service considers
confidential. The confinement problem deals with preventing 2
process from taking disallowed actions.

2.14. What are the types of Unix user ID ?
anx Types of Unix user ID are ;

1. Real user ID
, 2. Effective user ID
3..Saved user ID,

2.15. Define real user ID.

AR Real user ID defines that whi. T
account of owner of the pﬁ‘c‘:?f]e“ the process has aceess to. It

2.16. Define eft‘ective userID.
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- Effective user ID is gatme & réal 84 e FARERD
to enable a non-privileged mxmsg]mm@“med
accessed by root. *S Iiles that can'only be

2.17. Define saved user ID, i

ans: Saved user ID is a user ID
elevated privileges (gener
privileged work; this can be
non-privileged account, !~

used when a process is mnmng‘ s ith
ally'root) needs'to do zome un:;ler-
ackx'eyled by temporarily switching to

2.18. What are confi t techniques ?

Following are the various confinement techniques : -
Chroot (change root) PRage] o i
. FreeBSD jail R 2
System call interposition

PWN!-‘E

2.19. What are the types of VM based isolation ?

Ans; Following are the types of Virtual Machine based isolation :
1. Process virtual machines . S s
2. System virtual machines (Hypervisor virtual machines)
3. Hosted virtual machines
4. Hardware virtual machine

2.20. Define rootkit. R ! s

Ang A rootkit is 2 computer program desigr d to provide continue
privileged access to a computer while hxfthlts presence. Rootkit is
a collection of tools that enabled administrator-level access to a
computer or network.

221. What is the purpose of rooftkits ;ﬂwm to e

Ang: Th ose of a rootkit is for a 3
pe:mpa‘;]?nt, hidden remote access to our computer. To avmc}
detection, they tamper with the system to conceal the presence of

the malware and its activities.

o s . tion system ? N
222. What s intrusion detec’ m(IDS) is a network security

ANS An Intrusion Detection System (19 D r v
technx(lﬂcr)gy built for detecting vulnerahility exploits against a targe

application or computer.

1 2
o types of intrusion detection system ? :

. m:v:'r:gt Em {:: types of intrusitﬁ: Iggt)edion system 3

Network Intrusion Detection System ( s

Host-based Intrusion Detec!;xcn System( Ly

Perimeter Intrusion Detection System( %

VM based Intrusion Detection System VMID:!

:“P’N!-‘Eg
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ents of intrusion detection system
jon detection system are :

224. What are the compon
. x8% Components of intrus B
1. Packet decoder
2. Preprocessor
3. Detection engine
4. . Logging and alerting system
_..5. Output modules

- Seeure Architesture
- Principles Isolation
.. andLeas

(2 Marks Questions)

2.25.’ Explaxn .system call interposition.

AKTU 2019-20, Marks 03] 0 BEST A ki
ans System call interposition 1s 2 technique for regulating ang ‘ = : s $B.80 g g
“ monitoring program behaviours. It gives security systemg the d 31. What do you understand bym mm;”
ability to monitor all of the application’s interaction with network, ABE Access contr olis a security T 4
file system and other sensitive system resources. can view Or use resources teincbma wal;]e at n;gulgtes wlu; ogtw_hat
fundamental concept in security that mgﬁskw &; l. 18 &
or organization. ;

226. What is the problem of covert channel in VMM security ?
PARTU 2019.90, Vaseg ST
e 3 ine si ical access
‘a3 A covert channel is a type of attack that creates a capability to as P; . caI; aicéés :(:ltr:]g_l Physical conel =
transfer information objects between processes that are not L caxg’;:xses buildings To0TmS a&mnmmm
) s -

supPosed to be allowed to communicate by the computer security Logical access control : Logical access control limits y 5
policy. to computer networks, system files and data. ;

©O0 3.3. What are the types of access control ?
ans Types of access control are : :
' 1. Mandatory Access Control (MAC)
2. Discretionary Access Control (DAC)
3. Role-Based Access Control (RBAC)

3.4. What are the best practices for access control ?

ATE Access control practices are :
1. It denies access to systems by undefined users.

2. It limits and monitors the usage of administrator.

3. Itsuspends or delay access capability.

4

| . It removes obsolete user accounts as
i : ¢ company.

soon as the user leaves the

35. Discuss security principle for access control.
m‘f Security principles for access control are:
3
4

. Identification
. Authentication
. Authorization
. Non-repudiation
authentication, :

| i i Satreret 86. Define; the term identification,!
authorization, non-repudiation.
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anms Identification : Identification describes amethod of ensuring thy
{40 <1 “asubject is the entity it claims to be. t
‘Authentication : Authentication is the method of proving i
subjects identity. ; °
Authorization : Authorization is the method of controlling th
access of objects by the subject. Gt 8
Non-repudiation : Ni on-repudiation is the assurance that Somegp,

cannot deny something.

8.7. What are the various issues in access control ?
~“XBE Various issues in access control are : -
1. Appropriate role-based access
2. Poor password management
3. Poor user education

38. What do you understand by browser isolation ?
AWK Browser isolation is a cyber security model for web browsing that
can be used to physically separate an internet user’s browsing activity

from their local machine, network and infrastructure. **

39. List some browser isolation vendors.
AWE Browser isolation vendors include :
1. Apozy Yaui il ‘
2. Authentic
3. Ericom
4. Menlo Security

3.10. What is threat modelling ? L

AHE Threat modelingis a procedure for optimizi ecuri
Threat 1 ing i ptimizing network security by
identifying objectives and vulnerabilities, and then defining counter
measures to prevent, or mitigate the effects of, threats to the
system. 3 5% s be o hd PR

;;;. What are the éleiﬁ'entg of threat modelling ?
4 2497 A’I?s!;: main glemen@ of threat modelling are:'
2. Threats :
3. Vulnerabilities
i ‘ 26 %Y slaivning viiuoe waaei(l
3.12. What are the layers used in threat odelling ?

ANE Layers used in th x ;
SNCtwork layer reat modelling are : _ IR "f

2. Host layer Eeh
3. Application layer antissrodinh &

§r il -
SONRIDUC 9T -novl

+'*313.° What are the steps used for thie: . .
pf I‘IS?d {ot\tk.rgat modening ? sl
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used f ;
SRy the et reat modelling are T
Describe the architecture

Break down the applications .
Identify the threats ' | e
Document and classify the threats

Rate the threats .

SopwLR

g.14. What are major web server threats ?
Major web server threats are :
Injection flaws

Broken authentication

Sensitive data exposure

Cross-Site Request Forgery (CSRF)
Man-in-the-Middle Attack (MITM).
Phishing attack

9’9‘!“9’!"!“3

315, What are the methods of CSRF mitigation ?
ans. Methods of CSRF mitigation are:

Logging off web applications when not in use..

. Securing usernames and passwords.

Not allowing browsers to remember passwords.

" Avoiding simultaneously browsing while logged into an application.

N

3.16. How can we develop secure software ?
AnS Secure software can be developedby: © - -
: 1. Sanitize inputs at the client side and server side. -
9. Encode request/response. i
3. Use HTTPS for domain entries.
4. Use only current encryption and hashing algorithms.
5

. Do not allow for directory listing.

3.17. How to avoid limitation in threat models ?

AWE We can avoid limitation in threat models by :
1 legng mon; explicit and formalized threat models to understand

ibl aknesses.
e neral threat models.

2. Making simpler and more ge!
jon to design a better threat model.

! 3. Making less assumpti
3.18. What is penetration testing 2 i B
AWS Penetration testing is an internal inspection of applications

Operatriné systems for security flaws. Itisan auetl(;onzed :lx\::;:a:;g
cyber-attack on a comput performed to ev:

er system,
security of the system.

3.19. What are the principles of secure design ?

TAKTU 201920,
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an% Fundamental principles of secure design‘ug"chqdentmity’
integrity and availability. Pt ”" ;

and mandatory access control 7.5 - B

' [AKTU 2019-20, Ma

. What are difference between discretionary 800858 Contre)

7 Discretionary

- “access control "

A type of access control in | A type of access control that

which the owner of a|restricts the access to. the
resource restricts access to resouxces.based on the clearance
the resource based on the | of the subjects.
identity of the users. {

2. | Access is determined by | Access is determined by the
owner. ; system. }

3. More flexible. - Less flexible.

4. | Not as secure as MAC. More secure.

321. What is web security 7 AKTU2019-20,M“];302

Anx. Web security is also known as cyber security. It basically means

protecting a website or web application by detecting, preventing
and responding to cyber threats.

©00
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‘Basic Crybtogralihy -
(2 Marks Questions)

—

What do you mean by cryptography ?

Cryptography is defined as the conversion of data into a scrambled
code that can be decrypted and sent across a public or private
network. It is the science and art of creating secret codes.

What are the different factors on which eryptography
depends ? ‘ i '

Following are the different factors on which cryptography
depends: ’ i -
Plaintext S

. Encryptionalgorithm | . o B
. Ciphertext : : ; .
. Decryption algorithm

=

What are the different security attacks ?
Following are the two types of security attacks : "
Passive attacks : Passive attacks are those attacks where the
attacker indulges in monitoring of data transmission.

Active attacks : Active attacks are those attacks where the

attackers attempt to make change to data.

Distinguish between an active and passive 'atta'ck.

L | Access and modifyinformation. | Access information.
2. | Systemisharmed. No harm to system.
8. | Easy todetect than prevent. Difficult to detect than prevent.
o4 | Threat tointegrity, availahility. | Threatto confidentiality.
45, What are the requirements for the use of a public key
Intin iy sy

certificates scheme? 5 ; PRI L
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" amE Requirements for the use of a public key certificag,

scheme are :

1. Any participant can read a certificate to determine the name ]

e public key of the certificate’s owner.

2. Any participant can verify that the certificate oﬁgixi_fated from g !

1 # certificate authority and is not fake. A
3. Only the certificate authority can create and updat'e certificateg’
{ |7 4, *Any participant can verify the currency of the certlﬁcate: ¥y

46. Give the ingredients of public key encryption scheme,
“Z®E Ingredients of public key encryption scheme are: r
i Plaintext } . 4 ,
i Encryption algorithm
iii Public and private keys
iv. Ciphertext
v. Decryption algorithm

Sals

47. 'What do you mean By RSA? i
AAK RSAisas etric tography algorithm where the encryption
key is public and it cigytfiﬁ‘erent from the decryption key which is

kept secret.

48. What requirements should a digital signature scheme
satisfy ?
ZuE. Following are the requirements for digital signature are:
1. The signature must be a bit pattern that depends on the message
being signed.
2.. The signature must use some information unique to the sender, to
prevent both forgery and denial.
3. Production of digital signature must be easy.

49. Explain briefly the two different approaches of digital
signature. , P OED
zmz Two different approaches of digital signature are:
— 1. RSA: RSAis used for encryption and decrf:tion. |
2. DSA :.DSA (Digital Signature Algorithm) is used for signing/
verification. [ !
' i

§ — =1

" 410. Define hash algorithm, . ‘
~, &mE A hash algorithm is a function that converts da i varis
T ¥ af ta string of variable
lengthinto anumeric output string of fixed l:ngth. i{ashg:lgoﬁﬂlm’
are degl_gned to be collision-resistant, hence there is a very 1oW
, probability that the same string would be created for different data.

4.11. Write down the security

signature, services provided by a digits!
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Security services provided by digit; T
» > Message authentication ¥ digital signature are ;! :
. §i. Message integrity -
i Non-repudiation
iv. Confidentiality - ~
12. What are the drawbacks of digital si e
:ﬁ; Drawbacks of digital signature m:gnxtme b
i Association ofdigital signature and trusted time i
i Non-repudiation. i LRk,

Define symmetric key cryptograpb}. s A_ ) = %
Symmetric key cryptography is a shared secret key between two
parties. It is more efficient for encipheri Its

4.13.
AOB

3 ring large g
strength rests with the key distribution techmique.

Define SMIME. . & L e
S/MIME (Secure Multi-Purpose Internet Mail Extensions) is a -
standard for public key encryption and signing of MIME data.
S/MIME is a secure method of sending e-mail that uses the RSA

encryption system.

4.14.

What do youmeanbymailsecurity! R
Mail security refers to the collective measures used to secure the
access and content of an email account or service. It allows an
individual or organization to protect the overall access to one or
more email addresses/accounts.

4.15.

. Write down the Vdifferent ways the public key can be

4.16
distributed. | Lo g
Anm: Different ways the public key can distributed are: -
i Public announcement o 10 &
ii. Publically available directory
iii. Publickey authority Tvé ¢
p jvacy algorithm 2
417 What do youunderstandby tty Gog;l’nm xor;n e
- ABER PGPisanencrypﬁonalgoﬂthmthatp}:;vtlimmmpm‘ b v
and authentication for data communi e
4.18. Give theservices provided by PGP. o .
Anz; Service provided by PGP: o

i. Authentication
i,  Confidentiality
.-Compression  ‘:
. Segmentation and reas
v. Signature componen
. Message component

sembly



WWW.CIVILGURU.NET

Thisisthe subtitle of PDF, Use long text here.

SQ-16 W (CC-Sem-3&4) 2 Marks Quegty,,,
419.. Differentiate between public key and Pﬁ“’“‘“ key.

TS.NoJ 5 Publickey i vl pPrivate key, i
L It is use to encrypt the Itis usetodecryptthemessage_

message.
2. | Distributed freely and openly.
3. *|Itisused toverify signatures.

Protected by owner.
|| It is used to sign signatures,

420. What is IP security ? o
xS IP Security (IPSec) is a collection of protocols 'desxgned by the
Internet Engineering Task Force (IETF) to provide security for a

#4527 packet at the network layer.
421. Explain intrusion detection.
~ “penetrate a system and gain unauthorized access. An intrusion

754 " detection system is'a software/hardware designed to detect
4| ARH inted attempts at acce: of target application or system,

422. What are the functional areas of IPsec ?
{ xmx Functional areas of IPSec are :
] “%70 1 Authentication ' i
% i “Confidentiality
“'iii ' Key management '

_,423. What are the services provided by IPSec ?
“"xmE Servicesprovided by IPSecare: ' '

i Accesscontrol

- ii. Connectionless integrity *

i ' iii Data origin authentication
il iv. Confidentiality
4 . v. Limited traffic flow confidentiality
£

s

* “424 Describe briefly the security poli
4 y St ; 2 policy database.
{ ANE dxspoE‘E cux;itt}i' J;ol:gud“[%lt’a:&i SPecll;t:es the policies that determine the
| raffic inbound
1 sedtirity gate NGy, or outbound from a host or a
| : 2 {sas ; LA
425. Describe briefly the purpose of SE!
T
znz Purpose of SET Pprotocol ; e /
i;.' m t::en:ifsgilahty of payment and ordering information.
Hetwork pmvider:courag/u interoperability among software and

‘ iii. Itensuresthe integrity of all transmitted data.-

|

Title of PDF Document
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. What is encryption apd decryption ?

BRITW(CCSem 34 4)

What is the function of DNS re

Function of DNS rebinding def:;.;:l::‘!dm ?
Browser mitigation i I
Server-gide defenses :
Firewall defenses

Name the protocol deﬁnedby [psec. .
Protocols defined by IPSec are ;

" Authentication Header (AH)

Encapsulating Security Payload (ESP)

AKTU 2019-20, Marks 02

Encryption : It is the process of translating plain text data
(plaintext) into something that appears to be random and
meaningless (ciphertext).

Decryption : It is the process of converting ciphertext back to
plaintext. To encrypt more than a small amount of data, symmetric

encryption is used. 3

©e0
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5.8.

e N"'ag *'.‘-“-“"!-‘ai"

What is internet infrastructure 7
Internet infrastructure is a collective term for all hardware and
software systems that constitute essential components in the

operation of the Internet.
What are the components of network infrastructure ?
Network infrastructure includes :

Network hardware

Network software

Network services

What is routing ?
Routing is the process of. selecting a path for trafficin a network or
between or across multiple networks. Routing is performed in many

types of networks, including circuit-switched networks, such as
the Public Switched Telephone Network (PSTN), and computer
networks, such as the Internet.

What are the impacts of attack on router ?
Impacts of attacks on routers are :

Traffic redirection

Traffic sent to a routing black hole

Router denial-of-service (DoS)

Unauthorized route prefix origination

What are the main functions of link layer ?
Main functions of link layer are :
%: ]:;:;(ilriss p;:tb;e;‘ns thai occur as a result of bit transmission errors.
ows at a pace tha i

- i P t does not overwhelm sending
It permits the transmission of data

€ | to
layer, where it is addressed and routed, e oy s gtk

What do you understand by TCP/IP ?

Title of PDF Document
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5.18.
Ans
1
2.

. Once it is co!

. It is a state!

. Packet filteringisav

8Q-19W(CC-Sem3 & 4)

Transmission Control Protocol/Inf : ;

Janguage & computer uses to aoce?;?lfet iirm ‘;{c"m /IP) is the
suite of protocols designed to establish a network of o
provide a host with access to the internet, et o

What is firewall 2 ¢
Firewall is a network device that isola i
network from larger outside mmeys me:;-:l
software, or combined system that prevents 2 hardware,
to or from internal network. . | S m"lhﬂmed' access

What are various types of firewall ? -

es of firewall are : ! e
Packet filtering T,
Stateful packet filtering e msamed
Application level gateways , -
What is packet filtering ? B e i =
Packet filtering firewall is a technique used to control network
access by monitoring outgoing and incoming ts.

What is application level gateway ? E ]
Application level gatewayis at:mawal} which is capable of i
agglication level protocols. This requires the firewall m\:m
certain specific application protocols.

Write disadvantages of packet filtering.

i £ packet filtering are :
L teeiiggl;u]es tend to beiaxd to configure. We need a

The packet figu
t.
rtise and proper strategy to configure it n.gh
e liigurex:i, it is difficult to comprehensxvely test and
tly or not.

i ther it is working correc!
v i does not remem

Jess machine. It

cket. Stateless packet filtersare

Write advantages of packet ﬁl:;ﬁ:gig s
i tage of the packe : dre

Xl;fr:;:glil:a?g‘;al:cedg;acket fltering firewall can protect the ex!

rk.
netwo! silable {nrouters.

What are intrusion detection models ?
Intrusion detection ™ el are :

Misuse detection mode
Anomaly detection ™ el

previous pa
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5.14. What are the difference betwee!

e TLS =)

t | It is transport lﬂ.‘ler“’
security. i

SNe|  HTTPa. |
L It is hypertext’ It is secure socke

Time : 3 Hours
Attempt all Section.
Section-A

1. Answer all questions in brief. . .. (2x10=20)

a. What .is computer security problem ? What factors
contribute to it ? .
Refer Q. 1.18, Page SQ-3W, Unit-1, Two Marks Questions. ;.
b. What is gncryption and decryption ? 4
amg Refer Q. 4.28, Page SQ-17W, Unit-2, Two Marks Questions. -

c. What are the principles of secure design ?

transfer protocol | layer. - - e
Note: 1.

with secure. ;,

The SSL versions | TLS is more secure
are less secure. than SSL.

It uses port number
465. X

2. It is secure and
reliable.

3. | Itusesport number | It uses port number
443 by default. 25.

5.15. Givethree benefits of IPsec.” [AKTU 201920, Marks 03

ml'f IBi::nefil:s of IPsec: -
. Reduced key negotiation overhead and simplifi T, (2
7 4 plified maintenan iy 5 4
supporting t}.1e_ I.ntemet Key Exchange (IKE) protocol. oo by AsE Refer Q. 3..19, Page SQ-11W, Unit-3, Two Marks Questions.
 Good comp atibility. ‘ d. What are the difference between HTTPs, SSL and TLS?
Encryption on per-packet rather than per-flow basis.. . aws Refer Q. 5.14, Page SQ-20W, Unit-3, Two Marks Questions.
S A el ‘ v oy L e. Explain system call interposition 2 :
by - 000 . ) apE Refer Q. 2.25, Page SQ-8W, Unit-2, Tewo Marks Questions.
Lo £ What are difference between discretionary access control
and mandatory access control ? iz
Ans Refer Q. 3.20, Page SQ-12W, Unit-3, Two Marks Questions.

g What is web security ?
Refer Q. 8.21, Page SQ-12W, Unit-3, Two Marks Questions.

: : ‘ < h. Givethree benefits of IPsec. g
Refer Q. 5.15, Page SQ-20W, Unit-5, Two Marks Questions.

1 ]
> N, skl i, Whatis SQL injection? 4
B RN e AR 1 ' Refer Q. 1.19, Page SQ—4W, Unit-1, Two Marks Questions.
B Yog-i j. What is the problem of covert channel in VMM security ?
ST 20 £ g AR ¢ s i Rofer Q. 2.26, Page SQ-8W, Unit-2, Two Marks Questions.
Section-B

@ o

three of the following : . (8x10=30)
rusion detection system ? What are the

omaly detection ?
2-18W, Unit-2.

&1 ’ 2. Answer any

&l ‘v,u-r, betrbrm s i if k. i What is o int
iy difficulties in an

Anis; ReferQ. 2.28, Page

B35 [HOL2 74T “ib. Whyissecurityhnrd?

Pkl e S Refer Q. 2.29, Page 2-18W, Unit-2.

Rpae ¢, What s Access Control list (ACL) and also de

07 {he technologies used in access cont

f‘ine‘what are
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»m Refer Q. 2.30, Page 2-19W, Unit-2.

d. ;What is cross site request forgery and what are defenge,

against it ?

REE Cross site request forgery : Refer Q. 3.24, Page 3-21W, Unit.3.
Defense against cross site request forgery: Refer Q. 3,25

Page 3-22W, Unit-3.

e. Explain SSL encryption. What are the steps involved jn

SSL server authentication?
AWK Refer Q. 4.42, Page 4-30W, Unit-4.

Section-C
8. Answer any one part of the following :

(10x1=10)

a. What are asymmetric algorithms ? Give their advantages,

disadvantages. -
ABE Refer Q. 4.43, Page 4-31W, Unit-4.

b. Why do cyber criminals want to own machines ?
anx Following are the reasons why cyber criminals want to

own machines :
1. To infect it with malware :

2. Many smartphone users assume they can stay safe from
malware and other threats by installing antivirus on their
phones and being extra careful about the websites they visit.

b.  They typically do not expect their phones to have malware

out of the box.
-2 To eavesdrop on calls :

a.  People use their phones to discuss business plz.ms, talk about

their travel.

b.  So, criminals want to break in and listen, whether to case a

target.
3."To steal money :

2 Ransomware attacks cause headaches for com
s . puter users by
making the affected machines lock up or holding files hostage

until people pay the ransom to restore access.
_b. Even then, p t
" functionality.

“4.To blackmail people : ‘
cva.: The crime of blackmail threat
computer in people’s pocket;

.. Ppersonalinformation stored j

* b’ They are able to first cut'p
g:;nes before then'threaten;

5. To get payment information :
a.  E-wallets, which store

aying _dqes n'of. guarantee a return to proper

actorsrecognize that the small
] flnd purses likely has more
n it than a desktop or laptop.

eople off from accessing their
Pg,t,o,le{ik the information they

Payment inf . T
smartphone apps so peo Jdnformation inside
debit cards, are convl;nighetdo not have to carry real credit or

b.""" However, their rising po

reason to target phones. iy has B.i“"?n'hz'i.ckers another

Title of PDF Document

Coniputer System Security SP-3W (CC-Sern-3 & 4)
4. Answer any one part of the following : (10x1=10)
a. What isDES ? Why were double and triple DES created and
what are they ? ;
AnE Refer Q. 4.4, Page 4-31W, Unit-4.
b. Write short notes on Software Fault Isolation (SFI) i. Goal
and solution, ii. SFI approach. {
ang Refer Q. 2.31, Page 2-20W, Unit-2.
5. Answer any one part of the following : (10x1=10)
a. Give a short y of IP protocol functions.
Anig Refer Q. 5.3, Page 5-3W, Unit-5.
b. What is control hijacking with an example ? Explain the
term of buffer overflow in control hijacking.
Ans  Refer Q. 1.20, Page 1-15W, Unit-1. des
ing : 0)
6. Answer any one part of the following : : 1oxi=1
a. How are the different approaches to use Virtual OS on
desktop ? . .
Ans: Following are different approaches to use Virtual OS on desktop :
A Shared kernel: o e
1. Asingle operating system kernel supports multiple virtual systems.
9. Each virtual system has its own root file system. .
3. Because all virtual machines share the same operating system

S
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~Guest 0S: i
. Virtual machines run wi

" This application manages

. This type of virtu,
- operating system,

i iti irtual machines
kernel, the libraries and utilities executed by_thsevujt
are compiled for the same hardware and instruction set as the
physical machine on which the virtual systems are running.

‘Host Operating System

‘Hardware
Fig. 1.

thin an application that is running as a
standard application under the operating system that executes on
L Lkl i the virtual maéhines,’med;ptés access to
jcal host system, and intercepts
the hardware resources on the physical ¢ tem, ar
and handles any privileged or protected instructions issued l?y}he
virtual machines. ) = »
ir. 2 illustrates this approach to virtualization. Wi
e teirt z\liza:’ion typically runs virtual machmq whose
libraries, and utilities have been compxled_for
and instruction set as'the physical

o type of processor .
the same typ b al systems are runmng.

machine on which the virtw

i
i
i
H
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w

EF:E"?‘E P:QE_ =

_—_—___—-____________——-—-—.
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T S ey

Guont OYVirtunl Mneliino

Cueat 0S/VIrtual Mnchino

Virtunlization Applieation

Host Operating Bystom

Iardwaro
e —
Fig. 2.

rvisor : . ) f
E){peervimr is a low-level virtual machine monitor that loagy
Bt pefore the virtual machines, and rypg

during the boot process, A
direct%y_ on the physical hardware, as shown in Fig. 3.

Virtunl
Muchine Virtual | | Virtual
or Console || Machine | | Machine
with
Administrative
Control

Hypervisor
Hardware
Fig. 3.
The hypervisor handles requests for access to hardware resources
on the physical host system, traps and handles protected or
privileged instructions, and so on.

Hypervisor-based virtualization runs virtual machines whose
operating system, libraries, and utilities have been compiled for
the same hardware and instruction set as the physical machine on
which the virtual systems are running.

Hypervisors are used to support virtual machines in_
“paravirtualization,” “full virtualization,” and “hardware
virtualization” environments.

Write short note on secret key cryptography. Also list its
advantages, disadvantages and examples. '
Refer Q. 4.45, Page 4-33W, Unit-4.

Answer any one part of the following : - (10x1=10
What is domain name system and explain what is DNS
cache poisoning ? '

Refer Q. 5.23, Page 5-16W, Unit-5.

Write short notes on following :

Cross site scripting,

Why is HT'TPs not used for all web traffic ?

Refer Q. 3.29, Page 3-24W, Unit-3,

©0®

Title of PDF Document
Thisisthe subtitle of PDF, Uselong text here.




